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vMylti-lLevel Security” hes been defined Ly the U.S. Department of
Defense in its ADP Security VFanual [4] as:

"L mode of cperation under an crerating systenm which provides a
capability rermitting vericus levels and categories cor compartments
of material tc be concurrently stored and processed in an ADP
SYStem eeo Thic mode cof cperation can accomodate the concurrent
processing and storage cf (a) two or mcre levels of classified
data, or (b) cne or more levels of classified data with
unclassified data depending urcn the ccnstraints placed upon the
system by the delegated Aprrcving Eutherity."”

This GID describes the initial implementation of the multi-level
security concept on the NOS cperating system. Scme of the major design
features of this phase of MLS implementaticn include:

* Provision of eight hierarchical access sensitivity levels for
classification cf data and other system rescurcese.

* Provisicn of thirty-two security categcries (compartments) for
classificaztion ¢f permenent files.

* Yandatcry access contrcl and flcw ccntrol rolicy enfcrcement.

* . Sepérate rassvords for interactive and Latch use.

* Password encrypticne.

* User pessword expiration terms.

* Permanent file pressword exriration terms.

* Permznent file PERHIT expiration terms.

* Overwrite (clearing) of directly accessible mass stcTrage files.
x Classified output labeling.

* Clearing cf storage after jok rcllcut.

NOS-DEV/2684G-2725G/smb - 12 -
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LICABLE DCCUNENTS.

e Multi-Level Security Overview and Esguirements, ty J.N. Nielsen,
2rden Hills Programming Division, CDC, DCS Llog ARE Z€78&; June, 1578.

ty P.D. Farrell, Arden

2. NCS Multi-Level Security Scluticn ’ :
Lcg ARH 3317; BAugust, 1979.

CA
s
Hills Programming Divisicn, CEC, CIDS

3. EST Expansicn Sclution LCAP, by JedJe. Eikum, Arden Eills FPregramming
Division, CLC, DCS lLog ERE 2682; January, 1980. Revised by R.2.
Japs, Arden FHills Programming Divisicn. CDC, ¥ay, 1S5E&2.

b Department of Defense ADP Security Fanual, Dol 5200.28-¥, January,
1973. '
5. EST Expansicn GID by D.X. Fldred, Arden Hills Programming

Division, ¥ay, 1982.

€. DoD Regulation £200.1-E, "Infcrmaticn Security Program Regulation"”,
The Deputy Secretery of lefense, Cctoker, 1¢80.

7. NHP Enhancements for NCS ¥LS, by P. D. Farrell, Arden Hills
Precgramming Division, CDC, DCSE log ERHE167, July, 1%&82.

g. User Service Cless Assignment GID, by B. M. Sliwinski, DCS Lecg
AREH5211. '

9, Validation 2lock Reorganization DAT, ty F. D. Farrell, DCS log
ARES214.

1.2 DEPENDENCIES.

3

1.2.17 EQUIPMENT ACCESS LEVEL LIXITS.

Impimentation of eguipment security access limits is dependent upon the
EST Expansion prcjecte.

M1LS Feeture modifications tc the Network Configuration File (NCF), to
Terminal-tec-Apprlication reguests, and fcr lcgin security are dependent
upon implementaticn »Y Network Heost Froducts, Sunnyvale Pregramming
Division.
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The fcllowing items describe areas where the changes macde by the
Multi-level Security feature may affect current user Lrograms and
procedures. ¥ore detail on the affected areas are provided in the
appropriate secticns of this document.

1.3.1 FET _FIELDS AND_USAGE.

Multi-level security makes use cf FET wcrd FET+1, bit 39, and FET word
FET+4, byte 1, bcth cf which fields have been unused up tcC NOW Onh the
NOS Operating system. Users should insure that their prodrams do not
use these fields in a conflicting manner.

17.3.2 SEPEREAT

23]

GATCHE AND INTERACTIVE PASSHCRES.

With Multi-level Security, a site may require, if desired, separate
batch and interactive passwords. Previously, one passwcrd ves used for
both batch and interactve use. This feature is not dependent on the
security mode cf the corerating csysten.

1.3.3 USER PASSWCEL EFXPIRATICN.

Installations may define expiraticn dates fcr user passwerds. Users
will find their rasswords nc longer valid cn or after the expirztion
dates. The decisicn of whether or nct tc assign password expiration
dates and the processing of expired user passwords will be the
responsibility of the installaticn. This feature is inderendent of the
security mode cf the cperating systerm. .

1e3.4 EERMANEN

3
=1

PASSHWORD AND _PEEMIT EXPIRATION DARTES.

_EIL

Validated users will be azble to specify exriration dates for permanent
file passwcrds and fcr PERMNIT's. This abtility is independent of the
security mode of the orerating system.

Previously, any user validated to use magnetic tapes could read and
write bothk labeled and unlabeled tapes. HWith Multi-level Security,
however, regardless cf the security mode cf the operating system, a user
must be explicitly validated tc write unlabeled tarpes.

NOS-DEV/268LC-2725CG/snb - 14 -
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This proiect, and cthers, are making a numker of changes to the format
of the validaticn file. Because c¢f these, previcus versicns of the
validation file are inconmpatible and any rrevicus versicn must be
returned to source and rebuilt.

NOS-DEV/2€84G-2725CG/snb - 15 -
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NCS Multi-level Security is based upcnh twe mechanisms for ensuring-the
privacy of a set of data, mechanisms in addition to the standard NOS
privecy nmnechanisms. These are (1) hiererchical security access levels,
and (2) security catecories (often referred tc as "compartments™). The
access level and category(s) of a set of data are attributes of that
data, determined and defined by the cwner cf the data in accordance with
epplicable security tolicy. .

2.1 SECURITY ACCESS_LIEVELS.

Eight security access levels are availatle for the classification of
data, ranging frcm 0O, the lcwest (unsecured or unclassified) level, to
7, the highest level. These levels are hierarchical, level "x" being
defined as less sensitive then level "x+1". The creator, or owner, of a
data file - permanent file, local file, or magnetic tape - may assign an
access level to that file depending upon the owner's individual
validations and upcn operating system ccnstraints. Rlternatively, the
owner mav allow the file's access level tc te assigned autcmatically by
the operating system. -

I+ should bke ncted that it i= the responsilkility of the owner of a set
of data to determine the security access level appropriate for the data
in sccordence with the priyacy and security policies applicable to the
data contained within the file.

2.2 SECURITY ACCESS_CATEGORIES.

In addition tc the eight access levels, there are thirty-two categories
available for the classification cf data. The owner of a permanent mass
storage data file may assign any or all of the thirty-two categories to
that file, depending upon the cwner's individusl validations and upon
operating system ccnstraints.

Like security access levels, it shculd te ncted that is also the
responsibility of the owner ¢f a permanent file to determine the
security categery(s) appropriate for the data in accordance with the
privacy and security policies aprlicable tc the data contained within
the file.

Security categories are not hiererchical. The purpose is to allow
seraraticn of data into different compartments, regardless of the
security access level of the file. For instance, within an access level
corresponding to “TOP SECRET”, files could be categocrized as "MEDICAL",
"PERSONNEL"™, "MILITARY"”, etc. This mechanism will allow users to access
data only in authcrized areas, determined ty their validaticn.
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There are defined two rodes c¢f cperation of the NOS Cperating Systen
under ¥ulti-Level security: the secured mcde and the unsecured mocde.

The unsecured mode is eguivalent tc the current mode of operation of the
¥OS Operating System. The file security rermissions and the user
security authorizaticns c¢f the ¥ulti-Level Securlity system are nct
enforced by the cperating system when in the unsecured mcde.

In the unsecured mcde a user mayY assign security access levels and/or
categories to files. The levels and categcries will be maintained by
the systerm but access validaticon will nct be enforced by the operating
system. This will allow applicaticns to ccnstruct their cwn security
systems independently of the orerating system when the system is to
operate as an unsecured system.

Unless specifically noted, this document refers cnly tc the secured
system; the unsecured system will remain unaffected.
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3.0 SECURITY PCLICY.

This section defines the security rclicy, cr rules tc be fcllowed for
access to secured cbijects, under the NCS ¥ulti-Level Security system.

3.1 MANDATCRY SECURITY.

In conjunctich with the formal security access level and category
designations asscciated with classified date (the "mandatory™
classification designations), there is a ccrresponding set cf formal
clearances which users must have in crder tc access classified
information. Compromise is is defined as “the disclosure of clacssified
information to persons not authcrized access thereto.” A user may not
obtain access to classified infcrmation if the user is not cleared to
the classificaticn level of the information.

A reguirment of the above is that classification iabels associated with
sencitive data cannot be arbitrarily changed, since this could permit
individuals who lack the approrriate clearance tc access classified
information. An additional reguirement is that the system must control
the flow of information so that data frem a higher classificaticn cannot
te vlaced in a storage object cf lower classification unless its
“dcwngradinc®” has teen authorized. :

The term "Fandatcry Security” has evclved in the computer security
community to identify the access rolicy rules that deal with mandatory
classification designations for sensitive infermation and individual
clearances.

3.2 DISCEKETIONARY SECURITY.

Tn addition tc the formal recguirements ccvered under Kandatcry Security,
DoD Begulation 5200.1-R [2] stresses the Yeed-to-Xnow principle. The
regulation states that “no rerscn may have access to classified
information unless ... @access is necessary for the performance of
official duties.”

The regulation further states that "¥o cne has the right toc have access
to classified informeaticn soleley ty virtue cf rank oc position.®" Thus,
even thouch an individual has all the formal clearances for access to
svecific classified information, each jindividual's acces to information
must be based on a demonstrated Need-tc—-Know basis. The reguirement to
release classified information cnly to these who have a lJegitimate
Need-to-Know is satisfied when an individual who has authorized
posession of the classified infcrmation (the permanent file owner in
NOS) ascertains that "a determinaticn of trustworthiness has been made
... for some other individual whc has a Need-to-Know for that classified
information. This reguires that the permanent file cwner nmust exercise

NCS-DEV/268LG-2725G/smb - 18 - :



NOS KULTI-LEVEL SECURITY 82/10/12
General Internal TLesign.

discretion in sherinc classified infcrmaticn with other individuals or
grogrs of individuals who alresdy have the arpropriate formel clearances.
The term "Discretionary Security” has evclved in the ccocmputer security
community to name the ccmputer system's ability to contrcl information

on an individusl basis. Note that this reguirement is not discretionary
in & "take it or lezve it" sense. The Need—-to-Know test must be
explicitly satisfied before access can be granted tc information.

n

Discretionary Security is seatisfied in the NCS HNLS system by the
classical NCS Permenent File private, semi-rrivate, and public file
mechanism, with its PER¥IT mechanism to additicnally, explicitly grant
or deny file access. In additicn, Multi-level Security adds password
arnéd PERYIT expiration detes.

Under NOS, Discretionary Security is aprlicable to both secured systenms
(systems enforcing Fandatory Security) and unsecured systems (non-KLS).
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4,1 OPERATING SYSTEM MOLE.

The security mode of the operating system 1is determined at deadstart
time by IPEDECK entry. Once set, the corerating system security rode
is fixed and cannct te altered except by another level 0 deadstart.

The format of the CPSECY IFPRDECK entry eand the options available are
described in Section A.3.%.2.

The default value cf the operating system security mode is zeroc
(unsecured). The distinction between the different modes where
Kulti-level security is eneabled (1, 2, and 3) is solely to determine
what options are available tc the operatcr when changing the systen
access limits. (See Section 4.2). No cther use of this value is
made in the systen.

4.2 OPERATING SYSTEN ACCESS LIMIIS

Control of access to the cperating system when the system is in the
secured mcde (OPSECHY IPRDECK entry egual tc 1, 2, or 3) is
accomplished by setting the highest and lcwest security access levels
that are allowed in the system. These levels are referred to as the
system_access limpits. They define an inclusive range of access
levels: no jcb mey execute at an access level below the leower bound
or above the upper hound. Similarly, nc file or device may be

accessed belcw the lower bound or above the upper bound.

The opereting system access limits may Le set by IPEDECX entry during
deadstart or by conscle command during system operation 1f the
security mode allows. See Section A.3.1.5 for the fcrmat cf the
SECURES,SY IPRDECKX entry and conscle command.

The SECURES,SY IPRDECK entry will be accepted but will have no affect
when the syster is in the unsecured mode (CPSECH IPRDECK entry value
eqgual tc Zero).

In crder to prevent unauthorized modification cof the system access
limits during operation, console use of the SECURES command will
require that the ccnsole be in security unlock status. See section
L,7.2 for a description of security unlcck status.
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In additicn to the crerating syster access limits, access limits may
te defined for each crigin type. The system access limits are by
definition the access limits for System oricgin. Unless redefined by -
deadstart IPRDECK entry or by console ccmmand, all origin type limits
will be the same as the system access limits. ’

This feature will te useful for limiting, fer instance, interactive
jobs to a certain range of access levels while batch jolks are
permitted a2 greater range of access levels.

Origin type access limits may be set by the SECURES,ct IPFRDECK entry
during deadstart or ty the SECURES,ct conscle command during systen
operation. See Section R.3.1.5 for the fcrmat of the SECURES, ot
IPRDECK entry and console command.

The access limits defined for an origin tyce other than System (which
set the system access limits) must lie within the system access
limits. If the system access 1limits are reset with the SECURES,SY
command, 2all origin type limits will 2lsc e reset.

In order to prevent unauthorized modification of the Job crigin tyrs

access linits, console use of the SECURES,ct ceommand will reguire the
ccnscle to be in security unlcck status.

4.4 EQUIPKERT ACCESS LEVEL LIMITS.

Access level limits may be assigned to individusl eguipment. The access -
level limits define the lowest and highest access levels of deta that
may be written tc cr read frcem that eguirment.

Access level limits of eguipments are set during deadstart using the
ACCESS E{FPDECK entry. Eqguipment access level limits arpply to mass
stcrace, unit recocrd, and magnetic tape egquipments. Limits entered for
other typves of ecuipment are ignered by the system. See section A.4.7.1
for the format of the ACCESS ECPFDECK entry.

The default access level limits of all ecuipment will be zero, i.e. no
secure data can ke written tc or read from that eguirment.

Equipment access level limits of unit record equipment only may be set
or changed during system operation using the SECUREC console command.
Use of this command requires the system toc ke in security unlock
status. See Secticn A.3.2.3 for the format of the SECUEREQ conscle
command.
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L.5 ¥2SS STORARGE CILVICE ACCESS ITEVEL LIEITS.

PSR i~ P LI — .5~ SRAP—= PP gL L

When a mass storage cr ECS device is initialized, the access level
limits of data permitted to reside cn the device will be reccrded in the
MST in the device label. No files may be assigned to that device that
have access levels outside the éevice access level limits. Existing
files on the device may not have their access levels changed to levels
outside the access level limits. See Secticn 6.7 for a description of
device recovery. ‘

4.5.1 DEARDSTART INITIALTIZAT

I+~

CXR.

Wren a device is initialized during deadstart precessing, the egquipment
access level limits will be ccried from the device EST entry to the
device HST entry, then written with the WST entry to the device label.

4.5,2 ON-ITINE TNTITTAIIZATICN.

set the device access level limits during
on—line initializaticn. These will te entered from the K-display along
with the other parameters specified by the cperator. They must be
within the equiprent access level limits. See section 6.37 for &
descripticn of the new operator entries. ’ -

Crtions will be added to t
e
%

1 A .. -
The default values of the device access level limits are the equipment
access level limits in the device's EST entry.

The operating system security status will arpear on the left-—-screen
header when the system is crperating as a secured system and will include
the lower end uprer system access limits.

When the system is operating as an unsecured system (operating systemn
security mode = zero), the security status display will be blank.

See Section R.4.6.17 for the formet cf the left screen header.

4,7 CPERATCR SECURITY.

It must be a2 basic assumpticn that in & securlty environment an
individual who is alloved operational access to the system console has
been properly cleared by the installaticn's security controel suthority
for access to the highest level cf data that will be processed by the
system in that individual's rresence.
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For this reason, NCS Multi-level Security makes nc restriction uron
commcen, ncermal crerator functicnal ccntrcls cf the system. The
conflicting assumption, that the orerator is not properly cleared for
normal functiocnal contrecl of a secured system, is not within the purview
of this dccument. '

L,7.1 SECURITY ATMINISTEATCRE.

2lthough the orperator can be ccnsidered cleared for ncrmal system
control functions, there are certain system control functions which are
more sensitive in a multi-level security system environment. These
include the abilitv to change users® validations, to modify systen
security control parameters, or to directly interrcgate or alter user
precgrams cr data.

In corder to provide & higher, mcre sensitive level cf access to system
control, NCS Multi-level Security will use the concept of Security
Administrater Privilege, a validaticn privilege for the individual in
the user validation file. This privilege will allcw an installation to
designate a certain individual c¢r individuals as security
administraetor(s) in accordance w%ith the installation security
procedures. Theose syster ceontrcl functicns which reguire this privilege
are described in various portiocns of this dccument.

4.7.2 SECURITY UNLCCK_STATUS.

¥any operator functions currently reguire the conscle toc be UNLOCKed.
This is to insure that they are not done accidently, due toc their
rotentiel conseguences. In a secured envircnment, this concept is being
extended to restrict certain operator functions to scomeone with security
administrator privileges. This includes functions such as changing and
displaying memory, as well as new commands (SECURES, SECUREG). See
section 6.4.2 for the functions that will re restricted, and the format
of the commznd used to set security unlock status at the console.

4,8 USER VALIDATION AND AUTECRIZATICN.

211 users npust be validated fcr permissicn *c access data and to use the
system. The information necessary to establish a user's validation (the
Carability List in scme terminolcgies) is contained in the user
validation file (VALIDUZ or the eguivalent) and contains such security
access informaticn as the user's rasswords, pessword expiration dates.,
permitted access levels and categcries, and special privilege
validations. See section 6.36 fcr a description of the MODVAL
parameters used to set these values in the user's validation file entry.
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Tach user will have two rasswcrds defined in the validaticn £ile:; one
for tatch and one for interactive access to the system. Interactive
access is defined as any login tc a NAM aprlication (IAF, RRBF, TAF,
etc.). These passvwords may te defined toc be the same or not, as
determined by each installation's reguirements. All passwcrds will be
encrypted; the disrplay code value will nct be stored in the validation
file. %hen validating user entry cf passwcrds, the entered value will
first be encrypted, then compared with the validation file. The
encryption algorithm will be of the trar-dccr function type to insure
that even if the securitv of the encrypted velue is compromised, the
original passwvord cannot ke determined.

Yhen a user passwvword is created c¢r is changed, it will have an
associated expiration date. On or after the expiration date the
password will no lconger be valid. The expiration date will normally be
automatically assigned when the password is defined cr is changed
(¥CDVAL or PASSWOR) and its term will ke ccntrolleé by instellation
option. The released value of the default expiration term will be
infinite, i.e. nc exriration. Passwcrd expiration will arrly both in
secured and unsecured systemse.

Users may be validated to assign password expiration dates by means of

optional parameters cn the FASSHCR ccnmand . The password expiration
date thus assigned will be ccnstrained ty an installation optiocn maximum.

4.8.3 USER VALIDATED ACCESS I1EVEIS.

In each user's entry in the validaticn file there will be a list of the
security access levels that the user may access on a secured systenm.
Eny, all, or none cr the eight available levels may ke validated for
access by the user. The access levels permitted a user are defined
using the MODVAL utility in the CREATE cr UFDATE option mcdes.

4.,8.4 USER_VAITIDARTED ACCESS CATEGORI:S.

In each user's entry in the valideticn file there will ke a 1list of the
access categories that a user ray access cn a secured system. The user
may be validated tc access any., all, or none of the thirty-twvo available
access categories. The access categcries validated for the user are
defined using the HMODVAL utility in the CEEATE or UPDATE option modes.
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b.8.5 SPECIAL PEEXISSICES

Special permissicns 2re privileges that may te individuaslly granted to
users in acccrdance with the installaticn'®s security rolicy. The
default mode of all special rermissicns when the user’'s validation file
entry is created is ¢ff {(not granted).

In order to grant any of the special rermissions, KODVAL entries will be
provided which may te used in either the CEEATE or UPDATE modes. The
permissions added tc the user validaticn file by NCS Multi-Level
Security are described below:

* Security Edministrater

This permission is used to identify those users who have
extended capabilities tc access sensitive system contrel
functicns cn a secured systenm. Yerious utilities such as
¥YODVAL or SYSEDIT will reguire that the user have this
privilece.

When a new user validation file is created, this permission
will avtcmatically be granted tc the SYSTEMX user number, user
index 377777. This establishes an initial security
administrator for the system. Thereafter, the security
administratcr (executing ¥CDVAL under the SYSTEEX user number)
may assicn this privilege to ancther user or userss. After
this is done, under a ncw rrivileged user numkter, the security
administrator privilege may by deleted from SYSTEMX.

In order tc prevent a system from teing left with no user with
security administratoer privilege, a user may not delete this
privilece from the user's c¢cwn velidation file entry: only a
different user, also with security administretor privilege may
delete the privilege from the first user.

* User F¥zy Change Peasswcrds

This permission currently exists on the NOS System as a
validation copticn.

This rermission will te reguired on both secured ané unsecured
systers.

Date.
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* User

Permits the user to assign a user password exriration date
using the YD or XT parameters cn the FASSWORK control statement.

This permission will be reqguired on both secured and unsecured
systems.
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Permits the user tc assign a rermanent file password cor PERHMIT
expiration date using the XD cr XT parameters c¢n rermanent
file commandse. ’

This permission will te reguired con both secured and unsecured
systems

* User May Dcowngrage Jobk Access_level.

Permits the user tc dcwngrade (lcwer) the access level of a
job using the SETJAL cecmmand and macro.

Permits the user tc docwngrade (lcwer) the access level of
loczal c¢r permanent f£iles usince the SETFAL cr SETPFAL commands
ané macrcse.

* User_ M¥ay ¥Write-Dowun.
Fermits the user tc write to files which are at a lower access
l2vel then the access level of the user jok. This permission
is alsoc reguired tc define an existing local file that has an
access level lcwer than that c¢f the job as a direct access
permanent file.

* User ¥sy ¥rite Unlabeled Magnetic_Tares.

_—— R e e R S e e T S e el

Permits the user tc write unlakbeled magnetic tapes. This
rermissicen will not be regquired by System-0Origin jobs

This per cSlon will te reqguired on bocth secureé and unsecured
systems.
* User Hay Fzxecute Cn-line Diagncstics.

Permits the user to execute On-Line Diagnostics, and rerfornm
cther Customer Engineer orerationse.

This pernission will ke reguired on both secured and unsecured

systemns.

4.9 JOB ACCESS LEVELS.

Each executing Jjob in a secured system has an associated access level.
The dcb access level is dynamic and ray change during the life cof the
job in the system.
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4.9.1 JOB_CARD ACCESS LEVEL LIXIT.

The maximum access level that a jot may attein is defined by the AL
(Access Limit) paremeter con the Jjcb's JCE Card. If the value of this
parameter at the time of Job entry is dgreater than the access limits for
the job origin type, or not valid fcr the user, the Job will be aborted
with a JOE CARD EREOR. On an unsecured system, this parameter will only
be checked for being one of the eight defined access level names.

CSee Section R.bL.L.71 for the format of the JCB card.

The access level 1imit of an interactive Jcbk is defined to be the access
level 1imit of the user's communications line as defined in the Network
Configuration fileo

bL,2.3 JOB _VALID ACCESS LEVELS.

The fellowing items determine which access levels are valid for a Job.
Whether each item restricts the valid lavel~ at the upper or lower bound
is also indicated.

1e The Crigin Type Access Limits fcr the job's origin typé.
(upprer/lcuer). '

2. The access levels valldeted fcr the user in txe validation
file entry (upper/lower).

3. For joks with a J0OB card, the jcb access level limit from the
AL parameter (upper). If no limit is specified on the JC3
card, the default will ke the lcwest valid level as determined
by the other criteria. This will limit the job to this single
access levele.

u, For interactive Jjcbs, the line access limit fcr the terminal
communications line (upgper).

5. For jors created from an existing local file (SUBMIT or
RCUTE), the access level cf that lccal file. (lcwer)

3 job's valid access levels are thcse access levels which meet all cof
the criteris listed abovee. These levels are not necessarily a
centiguous subset cof the availatble levels

2 job's Access level limits are defined as the highest and lowest access
levels that a job may attain in the syster under the constraints listed
above. These limits will not change during the 1life o©f a Jcbh. I£f the
job's origin type limits are changed with the SECURES command, causing
the Job's access level limits tc be cut c¢f that range, the Jjob will te
aborted with a security violaticn.
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B Job's valid access_categories are thcese that are both valié fcor the

user as defined by the validation file entry and valid for the system as
defined by the SECCATS IPRDECK entry.

4,9,4 INITIAL JORBR_ACCESS LEVEL.

When a job is initially scheduled to a contrecl point for execution, the
job access level will be set to the Job's lower access level limit.

During the course of job prccessing, a user may use the SETJAL command
to raise or lower the job access level. The new job access level nmust
by valid for the user and within the job access level limits. If these
conditions are not met, the attempt will be processed as a security

violation. . Security viclation processing is described in section 4.21.

Any user may use the SETJAL command to raise the job access level to a
valid value, however validaticn is reguired to lower (downgrade) the Jjob
access level. The SFJAL command is described in Section A.3.3.4.

Cn an unsecured systém, job access levels are not recognized and the
SETJAL command will te ignored ky the system. .

' )
4.9.6 SYSTEM ADVANCE OF JCB_ACCESS_LEVEL

On 2 secured system, when a user prccess reads from a file which has a
higher access level than the user's job (Ekead-down), the system will
automatically advance the jck's access level to the access level of the
data (simple security conditicn rule)d. The job access level will then
remain at the new level until it is changed (by another dynamlc advance
or by user SETJEL command).

"This process will not take place on-an unsecured system or if the user
process has an SSJ= entry point cr Subsystem ID.

There is no equivalent mechanism tc dynamically lower the access level

of a job; this can ke done only with the SETJAL command.

4.10 FILE RCCESS LEVELS.

A1l files in a secured system have associated with them a security

access level. BAccess to any file cn the system is restricted to those
files whose access levels are within the system access limits and whose
access levels are valid for the user within the user's Jjob access limitse.
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On an unsecured svstem, file access levels cther than zerc may exist and
will te maintained by the syster, but access validation will not be
checked or enforced.

4.10.1 LOCAL _FILES.

The zccess level of a local file will be set by the system to the access
level of the job creating the file at the time that the file is created
or assigned to the Jjcb. The cpticnal AL parameter on the ASSIGN command
may be used *tc create a file at an access level cther than the access
level of the job. The access level defined must be a valid access level
for the user and jcb. The BRSSICGK command is described in Section
A.UL.L.2. :

Cn an unsecured system, a user is free tc ASSIGN any access level
desired (G throcugh 7) to a lccal file with no access level validation
performed. If the access level reguested is not within the range of
-7, the recguest will be prccessed as an invalid reguest rather than a
security violaticr.

4.10.1.1 USEE _CHANGE OF FILE BCCESS IEVEL.

During the course of job prccessing, the user may use the SETFAL (Set
File Access Level) commané or macro to raise or to lcwer the access
level of a local file. This ccmmand may nct be used for direct access
perranent files. The SETFAL command is described in Section A.3.3.3.

The new access level of the file must ke valid for the ject (valid for
the user and within the Jjob access limits) and valid for the device on
vhich the file resides {(within the device access level limits).

Eny user may use the SETFAL tc raise the access level of a local file,
however permissicn is recuired tc lower the access level cf a file.

An invalid attemrt tc change the access level of a f£ile on a secured
system using the SETFAL command will be rrccessed as a security ’
violation.

When a user writes tc a local file which has a lower access level than
the level of the user's job, the system will raise the access level of
the file to the access level of the job and the file access level will
remain at the new access level (Security *-Property Kule). If the
access level of the file's resident device will not rpermit the new
access level, the write attempt will be prccessed as a security
violation.
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This process will not take place if the user has write—-down privilege or
if the 3job has &n SSJ= entry point cr Suksystem ID.

There is no corresgonding mechanism to dynamically lower the access
level of a file; this will te dcne cnly ry use of the SETFAL conmand.

On both secured and unsecured systems, the security access level of an
indirect access rermanent file is the access level cof the lcceal file
from which is it created using the SEVE or the REPLACE command. The
security access cetegories cof an irndirect access permanent file will be
set to the current access cateccry set of the job when the file is SAVEQ
or REPLACEQ.

On a REPLACE of an existing file or an APPEND, if the local file access
level is greater than the permanent file access level, write-down
privileges are reguired.

When an indirect access permenent file is assigned tc a Jjecb with the GET
or OLD cormmand, the initial access level of the local copy of the
permanent file is set to the access level ci the perranent file.
Thereafter, the local copy cof the file will te treated as a locel mass
ctorage file. On a secured system the access level must be validated
for the user ané within the Jjcb access limits. BAlso, the permanent file
access catecgories must be a subset cf the current access category set of
the job. The file will not be assigned and the reguest will be
preccessed as a security violaticn if these conditions are not met. If
the request was frcm an alternate user's catalog, however, the request
will be processed as a File Not Found error condition.

The access levels and categcries cf an indirect access permanent file
may be changed by the owner of the file using the SETEFAL and SETPFAC
commands. On a secured system the new access level must ke valid for
the user, within the Jjob access limits, and valid for the device on
which the file resides. New access categcries nust be a subset of the
current access category set cof the IJcb.

4.10.3 DIRECT RCCESS PERMAKERT FILES.

On both secured and unsecured systems the security access level of a
direct access permanent file is the access level of the user job
creating the file. The security access categories will be set to the
current access category set c¢f the jecb when the file is DEFINEd.

If the file exists as a local file at the time it is DEFINEG, the
permanent file access level will be =et tc the local file access level.
If this level is lcwer than the Jjcb access level the user must be
validated for write-down privilege.
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In order to prevent unauthorized mcdificaticn cf the operatinc system on
a secured svystem, SYSEDIT will cnly be allcwed from system origin Jjobs
with security administrator rrivilege.

4.13 PERKAFENT FILE FPASSWORD EXEIRATICN.

When a user creates cr changes a permanent file password, the file
passwerd will have an expireation date associated with it, recorded in
the file catalog entry. Cn c¢cr zfter that date the file passwerd will no
longer be valid for zlternate user access and the file will accessible
only by the owner of the file.’

Normally the expiration date will te generated by the system using a
defzult expiration term when the password is created or changed;
however, if validated, the user mey specify an exXpiration date or ternm
on the permanent file command which creates or modifies the file
pressword.

4.14 PERMANENT FILE TERKIT EXPIRATION.

A user may specify an expiration date or term for PERMNITted user access
using the XD or XT parameters cn the permanent file PEREIT statement or
macro. OOn or after the specified date, the rermit will functicn as a
NULL permit; that is, the designated user will no longer ke able to
access the file in any mode.

L.15 MEMORY STORACE FROTECTICN.

An IPRDECK opticn will be prcvided tc cause central and extended memory
to. . be cleared whenever it is released frcm a job. The result cf
selecting this opticn is that when a jctr rclls out or comrpletes no
residual data is left from the Jjeob in central or extended menory. See
Section A.3.1.1 for the format cf the IPRDECK entry.

4.16 ¥ASS STOPAGE CVERWEITE.

The CVWRITE utility and CIO function prcovides a means for the user to
clear or declassify mass storage file space. In this context, to clear
means to overwrite with zerces, tc declassify means to cverwrite first
with binary zeroes, then with binary ones, then with a pattern of
alternating binary c¢nes and zerces.

Due to the mass steorage allccaticn mechanism in NOS, this capability is
not necessary; it is not possible for a jck to read mass storage that

has been released tv any Jjobk (even by the same Job).
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The area of mass storage cleared bty this creraticn includes caly that
space currently used by the file (up to the ECI sectcrl). Space tha
been released (fcr example bty a REWIND fcllcwed by & write) is not
accessible and cannot be cleared.

ct

OVWRITE will be available on both secured and unsecured sSystems.
The CVWEITE command is described in Section A.3.3.1.

Access levels will be added as selecticn criteria for all permanent file
and gueue utilities. Either a range or a single level may Lte selecteds
See sections €.40 and 6.4817 fcr descripticns cf the new paranpeters on
these utilities, and the restricticn that will apply in a secure systen
to each utility.

4.18 PRINTED CUTFUT SECURITY.

BATCEIO will contrcl the outrut of secure data when the system is in a
secure mode by the following means:

1. Festricting cutput to unit record eguipment with approcpriate
accecss levels.

2. Identifying the access level of printed cutput con the standard
system banner page.

3. Holding cutput in the gueue fcr srpecial handling, if =zbove an

operator defined access level.

"4.18.1 SECURED UNIT RECORD ECUIEMNERT.

Equipment access levels apply tc unit reccrd equipment as well as other
system eguirment. The access level limits c¢f a unlt record device
define the highest and lowest access levels of data which may be
transmitted to or from the device. :

The access level limits of unit reccrd ecuipment is defined in the
ecuipment EST entry and will be displayed cn the ccnsole I-Display.

4.18.2 SECUREZ OUIPUT ITDERTIFICRATIQON.

Twe metheods are prcvided for the identifyincg secure printed output;

(1) display cf file access level in the standard kanner
page header, and
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(2) orticnal, additicnal classification identification
vreceding and/cr within the cutput data as steclal
headers and/cr page headings and footings.

L.18.2.1 SIANDARD BARNER PAGE HEADEER.

En additional field cf file access level identificaticn will be included
in the standard banner page header when the systenm is in secured mode.
This line will nct be ircluded when the system is in unsecured mode.

See Secticn R.B.7 for the banner page header formet.

4.18.2.2 CETICONAL ADDITICONAL IDENTIFICATICHN.

The SECEDR utility provides a means cf identifying printed output with
either or both of twc identifier types rrinted with the output data. The
first type consists of separate security identification banner pages
printed before the first page of cutrut data and after the last page of
output data. The second type ccnsists c¢f pace headings and footings
printed at the tcp and bottom ¢f ezch page of output.

In order to use the optional identifiers, the user must first rass the
cutput data throught the SECHDR utility before routing the file tc the
outrut cueue. See Section A.3.3.2 fcr a description of the SECEDR

command. )

4L.18.3 QUTPUT CUEUE SPECIAL HANDLING LEVEL.

Installations may set an output gueue srecial handling level on a

secured systenm. A file which enters the cutput queue at an access level
equal tc or ¢greater than the cutput gueue srecial handling level will be
held in the output gueue until the oreratocr releases the file for output.

The output gqueue specizl handling level may be set either bty the OQSE
IFEDECK entry or bty the OCSH console command. A change in the ocutput
gueue special handling level or tc the access level limits of a unit
record eguipment will not affect a file currently being prccessed by
EATCEIOQO. Raising the CQSH level will autcomatically release files that
were previously prevented frecm rrinting.

The OQSH IPRPECX or console entry will be recognized when the system is
in the unsecured mode but will have no affect. See Section R.3.1.3 for
the formeat ¢f the CQSH command.

Files held in the output gueue due tc the ocutput gueue special handling

level can be explicitly releaseé by the crerator. See Section A.3.2.2
for the format of the RELEASE oreratcr commeand. .
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4L.19 ON-LINE DIAGKCSTIICS.

Validation privileges (security validaticn werd bit COLD) will be
regquired tc run any cn-line diagnocstics. This will Le enforced by CVL.
No other restricticns will be placed on running diagnostics on a secure
systenm.

4,20 PRIVILEGED FROCESSES.

Programs loaded from the system litrary containing active SSJ= entry
points and Subsystems, as identified by Subksystem ID, will have the
following privileges:

1. Downgrading Jjob access level.
2. Downgrading file access levels.
3. Writing-dcwn.

These privileges will permit S$SSJ= jcts and subsystems to have job access
levels and file access levels in accecrdance with the needs of their
svstem functicns without constraint by the validations of the user for
whom thev are executing.

When a security viclation is detected, the fellowing steps will be
performed by the detecting rrocess and by the system:

1. Set the jot error flag tc SVET (detecting process)..

2. Tssue an Accountinag Dayfile message describing the violation
(detecting process).

3. Abort the Job withcut EXIT or REPRIEVE processing and

decrement the user security ccunt in the wvalidation file
(12AJ). The current system does this slready.
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5.0 INTERFARCE SPECIFICATIONS.

5.1 VALIDATICN FILE ENTEY.

5 4 3 Z 1
98765&3210987654321098765&321098765&321098765&321098765&3210
e +
ECCXN C ! User numkber ! User index !
A o e e +
APSH* 1 ! EBatch passwerd ! Expiration date !
e e e +
APERW 3 t User proc file ! SP ! Reserved !
P o e e e e e o e e e +
ASHN 3 ! Shell rrograh name ! Control bits !
e e e e +
APUHI™* 1} ! Terminal peassword ! Expiration date !
e o e e o e e n e +
ASYW* & tVal bits 'Tevel tits ! Category bits . i
b o e e e e — +
RPJIN 6 ! Project numker !
b o o o e e +
APJ1 7 ! Project number : !
o e e ot o o o e e +
RACGXN 10 ! Charge numker . !
+_.....__.._._.___.-__._-_________-_--; ______________________________ “<
BEMT 11 ! Resource access ccntrols !
e e e e e e e %+
AHDS 12 ! Resource access controls !
o e e o e o +
RAWC 13 ! Access control word i
e o o o 2 e e e +
ATWD 14 ! Terminal control ! Create date ! Last mod date t
e o o e e o T e e e +
15 ! Reserved for installation !
i  n  m  m am — +
16 ' Eeserved for instellation !
b e o e e o e e e e +

*Indicates new or modified.

Note: The validation file‘fcrmat is teing revised. See Reference 9.
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5.1.1 HCED ASVY (5)

12/ User Validation bits

Eit Cescription
5¢ Security Administrator validation
58 Yay perform CE functicns
57 May assign rpasswcrdé expiration date
56 ¥ay assign PF rassword expiretion date
55 ¥Yay downgrade Jjcb access level
54 May cdowngrade file access level
52 Yay write-down
52 May write unlabeled tares
51-48 Eeserved for systen

12/ Access level validation bits:

Bit Description

47-44 L/ Reserved
L3 Validated fcor level 7
42 "Validated for level 6
41 Validated for level 5
4o Validated fcr level 4
29 Validated for level 3
38 Validated for level 2
37 Valicdated for level 1
36 Validated for level O

36/ ARccess category validaticn bits:

Eit Description
35-32 L/ Reserved
31-0 Bit 2**n set validates access to category n (n

= Oseeers31)

)
~J
i
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5 Iy 3 2 1

g8765L532109876543210887650423210987654321C09876543210087€543210

b e o e e +

FCEX 0! File name ! User index !
B o e e +

FCLF 2 1 File length ! v 1First track! First sec !
e o o o o e e +

FCRI 2 ! Permit random index ! Creetion date and time !
e e o +

FCAC 31! dccess count ! Mcdification date and time !
e e o T o e e e o e e e e +

FCceT L 1 Cat.! FKcde! ER ! DN ! Last access date time !
B o e e +

FCKXD 51 ! Control mod date and time !
e e — e +

FCRS 6 ! !
A e e e e e o e i e e e +

FCPwW* 7 1 " File passwcrd ! Expiration date !
@ e e e e o e T e e e — +

FCAF 10 1t Alternate storage ‘ !
e o o o e e +

FCAL* 11 ! Reserved t Access level and categories !
b e e o e e e e e =

FCY¥1* 12 ! ) Reserved for CDC !
e e e e e e e e e e e +.

FCX2* 13 ! Reserved for CDC !
b o e e e e e e e e e e +

FCX3* 14 ! Reserved for CDC - !
A e +

FCXuy* 15 ! Reserved for CDC 1
A o o o e o o e +

FCUCc 16 ! User control word t
b o e e e e e e e e +

FCIN 17 ! Installation word !
e o e e e e e +

* Tndicates new, mcdified, or relocated.

21/ Reserved
3/ File Access level
L/ Reserved
32/ Bit 2**n set indicetes file inclusicn in category n
(n = Creewr3l)a
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5.3.1.1 HORD_SSHL.

The operating system security mcde, cutrut gueue special handling
level and svstem access categories sre contained in word SS¥L.

98765&321298765&321898765u321g98765&321§98765u321898765&321G
ss¥i 1 *a 1 b ! reserved 1 categories :
o e — +
*a G/éutput gueue special handling level.
*b 6/0Orerating system security mocde.
categories. 32/ Systern Access Categories.

5.3.1.2 WORD_SSTL.

The Security unlcck and Memcry Clearing tits will be added to word
SSTL. The Unlock tit is moved.

Bit 58 Memory Clearing (C = Enabled)

Bit 57 Security Unlock Status (1 = Unlocked)
Rit 56 Unlock Status (1 = Unlccked)

Bit 13 Peserved

£.3.2 QUEUE_FILE TABIE (QFI).

The security access level of a queued file are stored in word
INSQ (2) of the QFT. For INPUT files, the Jjob access level upper
limit is also defined.

g 4 3 2 1
98765&3210987654321C98765Q321098765U3210987654321098765&321O
e i e +
INSQ ! ' *a ! !
o o o e e e e e +
*a 5/ EReserved

1/ Helease bit

3/ File Access level

3/ Job Access level Upper Limit
(Input files cnly)
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Word SCHE(1) of the

EJT entry will ccntain the job terminaticn in
crogress f£lage. This f1

2¢ is being moved from Contrcl Pcint Area word

PCUN.
5 4 3 2 1 }
987654321098765432109876543210987654321058765432109876543210
e e o o e o e e +
SCHE ! 1 *g ! t
e e — - — +
*a 1/ Jcb in No Eerun status.

1/ Jcb termination in progresse.
i/ Peserved.

Word PRFE (2) of the EJT entry for each Jjob in the system contains the
Jor Rccess Level Limits for each Jjcb in the system.

5 i 3 2 1
C87€5U32 109876“&32109876“&*2109“76uu321098765Q321098765&3210
e o e e e o e e e +
FRFE ! ! *a ! t
o e e e e — +
*a ! &6/ Beserved

3/ Jct Bccess level Lower Limit
3/ Job Access level Upper Limit
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The fcollowing describes the fcrmat of the EST entry as defined Ly the
EST expansicn prciect GID (5) and shcws the eguipment access level
limit field.

£ L 3 2 1

98765&321698765&321098765&321098765&321098765&321098765&3210
e e
Bster 1 amer 1TV R
A e e +
EST Yord C:
flags 12/ Device derendent flégs.
Ch2 6/ Channel 2 assignrent.
Ch1 6/ Channel 1 assignment.
DD 1 12/ Device derendent.

nnem 1/ Cn-Cf£f bit.
: 11/ EFguipment mneménice.

DL2 12/ Tevice derendent.

EST Woré 1.:

inst 12/ Installation area.

*al 6/ Reserved.
3/ Bccess level lcwer limit.
3/ Access level urrer limit.

t=1
[}
v
(]

12/ EJT Crdinal.
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987654321398765&32129876543213987654321898765&321898765%3210
erGr ot Family or Pack mame 1N 1 ALt b 1
o o e — +
DN €/ Device XNumkter.
AL 3/ Device access level lower limit.

3/ Device access level upper limit.

UbD 6/ Multi-Unit Drive Indices.

5.3.6 SERVICE CLASS CONTROL TARIE.

Fach of the origin type words in the SCT will ccntain the origin type
access level limits. "

5 L 3 2

C876543210087654321C087654U32109876543210987€65432106876543210
o e e e o e — e ———— +
! Inst ! Bes 1 *a ! Mask !
e e o ot e +

*a 37 Origin type access level lower limit.

3/ Origin tyre access. level upper limit.

This table is defined in the User Service Class Assignment GID (8).

5.4 FNT/FST_ENTEY.

Word FUTL (2) of the FET entry for each lccal file contains the file
access level.

5 L 3 2 1
987654321068 765483210987650321098765432109876543210987654L43210
o e e +
FUTL ! Inst ! Esvd ! *a3 } used by 818 !
o e e e +
*a 3/ Reserved.

3/ File Access Llevel.
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5 b4 3 2 1
987654321098 76543210987654321068765L4321098765432106987654321C
A e e e e e e +
JSCW ' SVAL ! ALVL TLE ! Category bits f
e e e e e +
SYAL © 42/ Security privilege validation bits
Eit Descripticn
59 Security administator.
ER Cn-line diagnosticse.
57 May assign user password expiration
date.
56 ¥ay assign permanent file password
exgpiration date.
55 ¥ay lower (downgrade) Jjck access
level.
EL May lcwer (downgrade) file access
level.
53 | May write tc lower level {write-—
down) . ’
£2 Fay write unlabeled magnetic tapes.
51~-48 Reserved.
ALVL 3/ Jck Rccess level.

1/ FReserved.
8/ Access level Validation bits.

™ 3/ Jct Access level Limit.
1/ Reserved.
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5 L 3 2 1
CE76542321096765432100876543210587654321098765432109€876543210
o e e e +
FET+O ! File nanme § status t
B o e e e — o ————
FET+1 ' Dev type ' user ! rsvd !t Jen ! FIRST t
e ——— o - +
FET+2 ! ! IN !
e e e e e e e +
FET+3 ! . ! CcUT 1
+____.......,.__....._._......_._.._;_ ____________________________________ __.——_+
FET+4 ! FET ptr Irsvd ! AL ! PRU =size ! LINIT !
e e e o e o e — e — +
FET+5 ! Reserved ! Categories !
o o e - —— = =
1 !
B o e e e +
t 1
o e e e e — +
FET+13D ! : ' ! exXp 1
R e —————————_———— +
Word FET+1:
user 12/ User proccessing bits:
Eit Descripticn
39 If set, file access level to be

taken from or returned to file
access level field in FET+4
depending upon function being
crocessed.

Word FET+4:

AL 9/ Reserved
3/ File Rccess Level -

Word FETH5:

Note: This descripticn and use cf FET#45 aprlies only to
the SETPFFAC PFH functiocn.

Categories 32/ Category bits:
Bit 2**n set indicates reguest to
cset bit 2**n in the PF Catalog entry
(n = Creee,31)e
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Ncte: This description and use c¢f FET+12D aprlies only
tc F¥F¥ recuestse.

exp 18/ Passwcrd cr FERMIT expiration date or
term: :

If bits 12-17 are zero, tits 0-11 contain the
rassword expiration term in days to be added
to the current date to calculzte the

passwcrd or PERMIT expiration date.

I£f bits 12-17 are nonzero, bits 0-17 contain
the racked rasswerd expiration datee.

5.7 QAC _PRARAMETER_ELCCK.

5.7.%1 SELECTICN_FLAGS - WORD 8.

* Selecticn flag bit 13 will te used as the access level
selection flag. If this bit is set, QAC will use the access
level field contents as selecticn criteri=z.

5.7.2 SELECTICN CRITERIR - WCRD_1CD.

Security access level selection criteria are added to selection
criteria word 10D. '

Word Format:

98765&321298765&3218987654321398765&321598765u321;98765u3210
adar+s 1 stce o+ pLp ot 1 AL :
e e +
SLID 18/ Creation logical ID.
DLID 18/ Destinaticn lcgical ID.
RL 3/ REccess level lower bound.

3/ Access level uprer bound.

ALID 18/ FWA cf alternate ID list.
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BEit € of the alter flags fieid will be used to indicate altering of
security access level on selected files is desired.

5.7.4 ALTER FUNCTION - WORD_16D.

Security access level is added tec the *RLTEER* functicn pcrtion of the
QARC parameter block, word 16C.

Word Format:

5 4 3 2 1
G87654321088765432108876543210987654321098765432109876543210
e +
addr+15D ! priority ! forms ! disc tec!AL! rsvd ! tep !
e +
AL New access level fcr the selected files.

PLY RICCK - WORL_ 3.

5.7.5 PEEK_R

1z}
try

The access level of an executing Jjob or gueued file will te returned
to the PEEX reply bleck.

Word Formatse’

5 L 3 2 : 1
89876543210C8765L3210987€6543210¢87654321098765432108876543210
b o o e e o e e e e +
addr+2 1N ! AL ! !
o e e e e e e R e S e +
AL Rccess level of executing job or queued file.
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5.8 MONITCR FURCTICNS.

5.8.1 RECUEST DATA CCNVERSICHK - EDCH.

Subfunction 10 - Czlculste Tacked_Date

RDCH¥ function code 10 enables a PP tc have a packed date calculated
using a packed date tase plus an incremente.

5 4 3 2 1

U87654321088765432109876543210987650U321098765432109876543210

A e o e +

OR ¢ RDCH ! 10R ! ! incr !
o e ——————— +

MB ! ! packed date f
o ————————————— +

incr 12/ Increment to be added to the packed date

in the message buffer.

Reply:
5 1) 3 2 1
8765432108 8765432106876543210987654L321098765432109876543210
o e o e e o e e e e +
MEB ! ! new date !
o e e e e e +

Subfuncticn 11 -~ Encrypit Passucrd

RDCHY subfunction 11B will encryrt a U42-tit passvord and return the
encryrted value tc the message fuffer.

5 4] 3 2 1
S8765L432109876543210987650432106876543221098765432109876543210
e e — —— +
103 ! RDCH t 11 ! 4
e — +
MR ! pacsswerd t !
o o e e e +
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Reply:
o) u 3 2 1
987654321098765L4321098765432109876543210987€6543210987€543210
o +
- KE ! ' encrvpted rpassword i t
e e e e

08765&32129876R432139876‘&32139876“u321§987654321896765&3210
o VT Een 1 crea 1 teet 1AL 1 ssss !
o +
RTCX 12/ EBETICH¥ Function ccde.
c*eg 1/ Eguirment checkrcint flag.

11/ Ecuirment number.
tttt 12/ Treck cr Device selection.
AL 1/ REccess level selection flag.
2/ Peserved.

3/ BAccess Level requested.

ssss 1/ Reserved.
17/ Sectcr Count Reguested.

Reply:

* Byte 3 of the cutput register will ccntain the status of the
regquest if it is rejected (byte &4 = 0). The fcllowing values are
defined.

1 track limit, no tracks avallable
z access level selecticn not availakle

NOS-DEV/268L4E~2725G/=smb - ug -



NCS HULTI-LEVEL SECURITY 82/10/12
Ceneral Internal Desicn.

S5.8.3 SET ECUIPKENT EARAMETERS -~ _SECN.

Sﬁbfunction ccde EFRLS (17) will set the ecuipment access level limits
in the eguiprent EST entry.

'3
98765&321598765&321398765u321398765u321598765&32189876543210
oF VT erer 4 eamen o+ mms Va4
e T et +
ERLS SECM Subfunction code 17.
*al €/ Unused

3/ Accesgs level lcower limit.
3/ Access level upper limite.

5.8.4 VALIDATE SECURITY ACCESS - VSAM.

The VSAY monitor function is used to validate user access to
classified resources and to set user securlty parameters.

5 . L 3 2 1
G87654321098765432109876543210987654321098765432106876543210
o e +
CR t VSAM ! SF ! ! params f
A e e e o +
¥B ! Subfunction derpendent !
o e e e i e e e e e +
SF 12/ Subfuncticn code.
params 24/ Parameters dependent upon subfunctione.

Surfuncticn Codes:

Code Function Descrirtion
e VJA&S Set Jcb Rccesz level.
1 VSFS Set File Access lLevel.
2 VAES Validate Access Level for

Fguipment.

3 VAJS Validate Access level/Categcecries
for Jokb.

L YJCS Validate Job Creation Parameters.
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Subfunction VJ2S (G) - Set Jcb_Access_level
VSA¥ subfuncticn VPJS validates the specified access level for the

calling 3cb and, if valid, sets the access level 1in the control rpoint
‘and EJT entry for the calling Iickh. :

o e +

OR 1 VSREH ! VJAS ! ! ! AL !
e = +

AL Reguested Access level.
Reply
* Byte 1 of the output register will Fre set to zerg if the

access level was velid, nonzerc, if the access level was not
valid.

Subfunction VSFS (1) - Set File Access_level.

VSAM subfunction YSFS validates the specified access level for the
specified file and, if valid, sets the access level in the FNT entry
for the file. The file must be set tusy tefcre calling VSAN/VSFS.

e — +
OR ! VSAM ! VYSFS ! ! FR ! AL !
e e +
FR NFL address of FNT entry for file.
EL Reguested Access Level.
Reply
* Byte 1 of the output register will be set zero if the access
level was valid, and tc nonzergc if the access level was not
valid.
* The PP will be hung if the FNT entry specified was not set

busy before the call.
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VSAY subfunction VEGS validates that the srecified access level is
within the eguipment anéd device limits fcr the specified equipment.

CR v VSAK ! VAES ! EQ ! ! AL !

EQ FST ordinal of equipment.

AL Fequested access level.
Reply
* Byte 1 of the output register will be set to zerg if the
specified access level is valid for the specified equipment,
and to nenzero if it is ncot valid.
Subfunction VAEJS (2) - Validate BEccess level/Categories_for Job.

YSA¥ subfunction VAJS validates a specified access level ané/or
access category set against the levels and categceries currently valid
for the calling Jot.

o e e e e e — +
OR ! VSEH ! VAdS ! ! ! P !
o ot o o e e e e e e +
MB ! ! TAL! AC !
o e o e e e e e — — +
F Prccessing Option:
1 - Rccess level only
2 - Access categories only

3 - Both access level and categceries

AL Access level.
AC Access Categories.
Reply
* BEyte 1 of the output register will be set to zere if the

specified access level and/cr access categories are valid,
and to nenzero if they are not valid.
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Subfunction VJCS (4) - Velidate Job_Creaticn_Parapeters.

VSAM subfunction VJCS validates that a new Jjcb cazn be created with
the specified oricin typre, the sprecified validations, and the
specified upper and lower access level limits. The function will
return the restricted sets of access levels and categories that will
be valid fcor the Jjcb.

e e e e e e e e +
OR ! VESAM ! VJCS ! 0T ! UAL ! LAL !
o e e e e e e e +
MB ! t ALVAL ! ACVAL !
b o o e e e e e +
oT Orig¢in type cof job to be createds
UAL Upper limit cn access levels for Jcb.
(=L000E if default is tc be used. This is
the restricted lower access level limit.)
LAL Lower limit cn access levels for Jjok.
ALVAL Access level validation bits; from velidation
file entry.
ACVAL 2ccess category validation bits; frem validation
’ file entry.
Reply
+___._._.."' _____________________________________________________ +
! 0] ! R ! ! UAL ! LAL !
o e e e e e +
! ! RALVRAL ! RACYAL !
o o e e T +
R Zero if Jjolb may be created.
RUAL Bestricted urrer access level 1imit.
ELRL Restricted lower access level limit.

RAILVLEL Restricted set cf access level validation bits.
RACVAI QRestricted set cf access category validation
bits.

|~
=

.9 NETKCRX CCONFIGURATION FILE (KCE).

The Network Configurztion File will contain a new 4-tit Line Rccess
level Limit parameter in each line definiticn. This parameter will
bte stored in the NCB as an FN/FV pair. This modification will be
impiemented by Network Host Products.
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5.10 NAM TLREINAI-TO-APPLICATICN_CCNXNECTICN_ EEQUEST.

The NAY Terrinal-tc-Connection Ccnnecticn-EKeguest (CCN/EEC/R) will
contain the Rccess Level 1imit c¢f the terminal‘s communication line
from the Network Configuration File and will contain the terminal
user's Validation File entry word ASVH.

These modificaticns are to be imrlemented ty Network Host Prcductse.

5.10.1 REQUEST HWCRL_ 3.

5 4 3 2 1

G8765432109876543210G6876543210987654321098765432102876543210
b e o e e o e e e +
ADDR+2 ! ccterm cr zerc ! AL ! *Tsz !
o e ———— +
BL 6/ line Rccess Level from NCF.
*bhsz . 11/ Blcck Size.
1/ Ze€ro.

Fecguest Word 11 decimal of the CCN/REQ/R Surervisory message will be
added and will ccntain word ASVh from the user's validaticn file
entry.

5 B 3 2 1
G876514321008765432109876543210987€6548321098765432109876543210
b e e e e e e +
ADDE+10 ! Validation file word ASVW !
o ——————— +
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6.1 COMMOXN DECKS.

6.7.1 NCSTEXT (PPCCE).

1a Add field definitions as defined in section 5.3.
2. Add VEAM tc the table of mcnitor functicnse. This fuhction must be

perfecrmed in the active CFU.

6.1.2 NOSTEXT (CECCH).

The following macros are new or are modified for MYulti-Level Security.
See Appendix A fcr the formatse.

6.17.2.17 OVHRITE ¥acrc.

The OVWRITE macro will issue CIC functicn 244 to process the CIOC OVHRITZ
functione.

¥acro Processing:

* If parameter "op®" is the letter "X*", set the skip count field
to 1. o

* Issue CIC function 244 with recall if "r" is specified.

* Issue CIC function 244 without recall if *“r®™ is not specified.

The XT varemeter will be added (as the last parameter) to the SAVE,
DEFINE, PERMIT and CHANCE macros, which will in turn specify that
parameter on their call to the =3 macro. The XT prarameter will be added

{(as the last parameter) to the =3 macrc, which will set the value
specified into hits 17-0 of FET+15B.

6.,1.2.3 SETPFAC HMacro.

The SETPFAC macro will issue FF¥ functicn 22 to change the access
category set of a rermarent file.
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* Set kFits 31-0 of "cat" intc bits 31-C cf FET+5, if “"cat" is
specified.

* Call =3 to process FFM functicn 22, passing all other
parameters on toc =3.

6.1.2.4 SETPFAL Macro.

The SETPFAL macro will issue PFF¥ functicn 23 to change the access level
of a permanent file.

¥Yacre Processing:

* Compare "al", if rresent, to the micros defined in COXSMLS.
If no match, use "al"” as the address of a word containing the
nev access level.

32-36 of FET+4 with access level from "al™, if

* Set bits
srecified.
* Call =3 to process PFY¥ functicn 23, passing all other

parameters to =3.
6.1.3 COECKAC.

The following macrcs will be added ty Multi-Level Security. The macro
formats are documented in Errendix A. '

6.1.3.1 GETJEL Macrc.

The GETJAL macro will issue CPY¥ function 116 to return the Job Access
Level and Jcb BAccess Level Limits toc the calling programs.

6.1.3.2 GETSSL Yacro.

The GETSSL macro will issue SF¥ function GSSF to return the. Systen
Security Mode and the Crigin Tyre Rccess Limits to the calling progranme.
Use of this macro is restricted tec Subsystem and SSJ= programse.

£e1.3.3 GETUSY Macroc.

The GETUSY macrc will issue CPFM functicn 120 to return the user security
validation woréd JSCW from the Ccntrol Pcint Area. Use of this macro 1is
restricted to Sutsystems and SS5J= vrcgrams.
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SETFRAL macro will issue I1FM function 7 tc change the access level of

The
a local file.

Macro Processing:

* Compare "al™ to the micrcs defined in COMSHLS. If no match,
use "al" zs the address of a word containing the new access
level. .

* Set the “sp" bit, bit 3¢D, in FET+1.

* Set the access level in the access level bits, bits 38-36, of
FET+4.

* - Issue LFE request 7.

The SETJAL Macro will issue CPM Functicn 117 to change the access
level of the calling jok. ’

Eoele3.6 CETERL Macro

The GETEAL Macro will issue SFM functition GEAF tc return the eguipment
access limits cf a srecified eguipment. Use of this macrc 1s restricted
to Subsystems and S5.J= programs.

6.1.4 COMCBAN.

COMCRAN is a new comnon deck that will create a banner line of up to 8
large characters from a supplied string. The character and line formats
will be the same as currently used by OBF when creating the Jjcb banner
page. The banner line will be created in a caller specified buffer:
trailing blanks will be igncred. This ccmmen deck will ke called by
SECHDR when writing security banner rages.

COMCECP will encrvrpt the user passwcrd tefcre storing it into the
valicdation file. The program uses a pclyncmial scrambling algorithm to
provide a one-way encryption of the user password. This common deck
will be called by MODVAL when entering user prasswords. An equivalent
section of code in CEUMTR will be used by the RDCE subfunction. This
will be called by FP programs that need to validate user entered
rassvwords.

NOS—DEV/Q725G-268QG/51£ - 56 -



NGS KMULTI-LEVEL SECURITY 82/10/12
General Internal LCesigne.

COMCFCE will te changed toc format the PFC entry as described in section
A.8.0.5. The password expiraticn date and access level will be added.

6.1.7 COMCPES.

Rdd a rocutine to CCMCPFS to determine whether or not a file meets the
selection criteria as srpecified by the 1A/UR security parameters, as
well as the UI, FF, and 0P=1 cor CP=L parameters. 211 of the PF
utilities will call this rocutine.

6.1.8 COMCVAC.

COMCVAC is a new ccmmnon deck that will determine if a supplied access
level name or access ca2tegory name is valid. The possible values for
access levels and categories are defined in COMSHKLS. If the supplied
name is valid, CCHECVEC will return the ccrresponding value (0-7 for
access level, 0-31 feor access category). Cpticons will be provided to
assemble only the tables of access levels and categories; this will be
used by procgrams that need tc ccnvert a level number intc a name.

6.1.9 CCMCVDT.

COMCVDT is a new ccmmon deck that will validate a supplied date in the.
form YY¥MDD or a time in the fcrm HHMMSS. It will verify that the year
(YY) is greater than 70, that the month (MHM) is between 1 and 12, and
that the day (DD) is a valid value fcr the srecified year and month. If
a time is specified it will verify that the hour (HH) is less than 24,
the minute (¥¥) is less than 60, and that the second (SS) is less than
60. This commen deck will be called by PFS, PFILES and HMODVAL.

6.1.10 COECYVCE.

COMCY(QF will be changed to check security access levels as selection
criteriae.

6.1.11 CCHDDCH.

Cptions will be added to COXDDCHM to allcw restriction on the menory
locations to be displayed. These will ke used by DSD te restrict
central memory disvlays to CMR cn a secured system (unless security

unlcck status) and by DIS toc restrict displeays to the Jobk's field length
in all ceses.
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6.1.12 CCMPVRC.

COV¥PVAC is & new common deck that will determine if a supplied access
level name or eccess category name is valid. The possible values for
access levels and categories are defined in COKSHLS. If the supplied
name is valid, CCMCVAC will return the corresrponding value (0-7 for
access level, 0-31 fcr access category)d. Crtions will be rrovided to
assemble only the tables of access levels and categories; this will be
used by programs that need tc convert a level number intc a nane.

6.1.13 CONSACC.

The new validaticn file entry format as described in section 5.3 will te
documented and new field symicl definpiticns added. See section 6.36
(¥ODVARL) for the new symbol names.

New mnemonics are defined for user peasswerd expiration term control:

APXL User passvword expiration term limit in days. Valid
values range frcecm 1 to 77778. This value establishes the
upper limit on the expiraticn term that the user may
specifiy using the XT parameter on the PASSHCOR control
statement.

The release value of APXL is 7777B.

v
av)
e
3

Pefines the default user passvord expiraticn term in
days. This is the value that will be assumed when the
user dces not specify an exriration term parameter on the
PASSWCR statement and when a new password is set for a
user name by ¥ODVRAL. The value ranges frem 1 to 7777B.

EFYT must be defined to ke less than or equal to APXL.

The release value of APXT is 7777B (ncn-expiring).

6.1.14 COMSBIC.

Add ecquipment access level limits tc the Euffer Point Area as defined in
‘section 5.11.

Edd OVWEITE and CVWRITE RETURN function codes (248 and 254).
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€.1.16 COXSCES.

344 new VSAY monitcr functicn subfuncticn ccdes as defined in section
5.10.5.

2dd SEGY monitor function sukfunction ccde ERLS (17).

6.1.17 CCMSLISD.

Rdd new error ccde (STSY - Security Violeticn) to the list of error
codes processed cnly by KSH.

COYSYLS is a new comron deck that defines the MKulti-Level Security
parameters and crtions.

Redefining any cf the access level or access category micros will
reguire reassembly of all pregranms referencing them.

§.1.18.1 Eccess_level Microse.

The Access Level Yicros define the symbecls used by the system to
reference access levels. These symbcls are used by all external
interfaces: user cormands, creratcr entriess/displays, MCDVAL
directives, etc. The associated numeric values are only used 1nternally
by the system.

Yicro Yalue ¥eanping

ALMC "LvLo"® Rccess level O.
AL®1T "LyL1" Access level 1.
ALM2 wivL2» Access level 2.
ALM "IVL3® Access level 3.
ALHGL “LvLy» Lccess Level 4.
ALNS "1vie® Bccess level £.
ALYG6 “IVLie® RAccess level €.
AL®7 "LyvLoTe hccess level 7.
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6.1.18.2 Access Category Micrcs

The Access Category ¥icros define the symtcls used hy the system to
reference access categcries.

ficroe '!glgg ¥ezning
ACHOO “CATOQO" Access Category 00.
ACHM31 “CAT3I™ Access Categcecry 31.

6.1.19 COKSHETX.

A new error code will be defineéd for *DSD* display. This will be used
vhen the eguipment where the tare is mcocunted will not allcw the access
level of the assigned file.

6.1.20 CCHSPIHM.

Rdd documentation and symbols fcr the feollewing:

* New PFC fields as defined in secticn 5.Z.

* New permit entry fields as defined in section 5.12.
* New FET fields as definéd in secticn 5.6.

* New PFY¥ functions SETPFAC (22) and SETEFAL (23).

Kew symbols are defined for rermanent file peassword and permit
expiration term control:

FPIL Permanent file or permit expiration term limit in days:;
valid values range from 1 to 7777B. This value
establishes the urrer limit cn the password or permit
exriraetion term which a user may specify on a permanent
file reguest. ‘

The release value cf FPXL will be 7777B.

trf
g
<
3

Default permanent file or rerrit expiraticn term in days:
valid values range frem 1 to 7777B. FPXT must be defined
as less than or equal to FPXLl.

The release vealue of FPXT will be 77778 (ncn-expiring).
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6.1.21 COESPFS.

2dd descripticn of access level selection rparameters as defined in
section 6.40.

6.1.22 CONSEFU.

Update documentaticn of PFDUMP Tarpe label Fermat to reflect current
parameters.

6.1.23 COXSQAC.

e}

Edd new selection flags and fields as defined in section 5.7.

6.1.24 COMSOFS.

Add description cf access level selecticn parameters as defined in
section 6.41.

The file access reguired fcr a tare reguest will be passed to DSD in the
preview buffer. EBits 15-17 cf the second wcrd of the entry will be used.

§.1.26 COESSFM.

2dd new SF¥ functicn codes as defined in section 6.14.

6.1.27 COXSSRU

»
=M —

2dd PF Increment values for SETPFFAC and SETPFAL PF¥ functionse.

6.1.28 CONSID

I(/)

Add function code VSAF - Validate Security Administrator. This function
will be called in response to the UNICCK,usernam,password. operator
conmand used to set security unlock status at the consoles

6.1.29 COFTBAN.

COMTRBAN will contain the large character definitions used by C2P and
CO¥MCRBAN.
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CP¥ will process. new definitions of the fcllowing current recuests.

Code Function Descrirtions

021 SETUI Set User Index.

040 VALID Validate User Name. .
056 VALID " Validate User.

The following new functicn ccdes will be added tc CP¥. These will be
added to the Table of Functicn Ccde Frccesscrs, and the associated
routines added tc coverlay 3CC (lcader/Miscellanecus Functions). All
addresses of parameter and rerly words will te checked for residing
within the callers field length. If not, the Jjob will he aborted with a
CPM-ILLEGAL REQUEST errcor.

Code Function Descripticn

116 GETJRL Get Job Access level.

117 SETJERL Set Job Access level.

120 GETUSYV . GCet User Security Valicdaticn.

6.2.1 SETUI _(021)

The SETUI (G21) function will require a SSJ= entry point as well as
SYOT. An exception will be made if the user index is being set to 0:
ams

this will be allcwed from ncn-SSJ= progr (i.ee SUI command).

€.2.2 YALIDATE USER_NAME (040).

The following changes will be made tc VALIPR (04C) function processing.

Password validation preocessing must use the batch rpassword from
word APSW in the validetion file. If the passwerd exriraticn date
from the validaetion file is not greater than the current date, the
rassworé is ccnsidered illecal. Since the password on the
validaticn file is encrypted, the user specified password nust be
encryrted also before comparing them. Monitor functicn RIDCH,
subfunction 11, will be used for this.

User indexes greater than AUIMX will te accepted if the casller 1is
system origine.
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On a secured system, syster crigin djcks (including DIS ZJoks)
without USEF cards will be initiated with valid zsccess levels equal
to 2all levels within *the system access limits, and valid access
categories equal to all velid categcries defined by the SECCATS
IPRDECK entrv. When such a job issues its first USEE ccemmand, VSAH
subfunction VCJS must ke used tc get the restricted access levels
and categories which must be set in the Control Point Erea.

6.2.3 VALIDATE USEE_(0561).

Password validation must use the interactive passwecrd from word
BPWI in the validation file. Otheruwicse it is preocessed the same as
function 40C. :

6.2.4 GETJAL (116).

The CETJRL function returns the jcb access level and access Jevel limits
to the calling programe.

Processing:
* " Return the job access level and access level limit in the
fcrmat described in Section A.3.48.1.
)
$.2.5 SETJIAL (117).

The SETJEL function is used to reset the jecb's current access level.

Prccessing:

* Validate the value of the accessblevel parameter. If ¢reater
than 7, abert the Job with a‘CPE - BRRGUMENT EERRCR diagnostic.

* Call mecniter functicn VSAM, sutkfunction VSIS, to validate and
set the specified access level. If this level is not valid
for the Jjok, process the request as a security violatione.

Issue the ¥JJA or MBJJI Rcccunting lDayfile message as described

in Section B.1.2.

6.2.6 GETUSY (120)-

The GETUSVY function returns Control Foint Area word JSCW to the
requesting prograle.
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Prccessing:

* Validate theat the recuesting prcgram has an SSJ= entry point
cr a subsystem ID. If it does nct, abort the job with a *CPHM
- ILLEGARL REQUEST* diascgnostic. ‘

* Return Control Point Area word JSCW to the specified reply
word.

6.3 DIS.

6.3.1 ABSCLUTE_MEHXCRY

Remove all references to absclute memory disrlays. The *=' key will no
longer toggle to atsclute memcrye.

t‘)

6.3.2 MEMCRY STORAG

|(‘)
]

DISPLAYS.

2dd an assembly cption to CO¥DDCM to restrict memory displays to words
within the csllers field length, including negative field length. Thkis
common deck is used by the €, D, F and G displays. The other DIS
disrlays that disrlay memory (F,*,U V) must be medified tc also conform
to this restriction.

Any words that are not within the users fielé length will be displayed -
as filled with disrlay code asterisks tc clearly indicate the out of
range condition.

6.3.3 SECURITY VIOLATICE PROCESSING

If a DIS job is aborted with a security viclation (SVET error flag), DIS
will currently remain active and allcw the Jjocb to continue. This will
continue to be true in an unsecured system. In a secure system, the Jjob
will be released frcem the system. '

6.4 DSD.

6.4.1T COESOLE DISPIRYS

Security access levels will be shown on the following console displays
if the system is in a secured mede. In a2l1ll cases, the values will be
the symbolic names defined in COMSHLE, not the corresponding octal level
-number. See section A.bL.6 fcr the fcrmat cf each display.
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6.4.17.1 LEFT SCREEN HEADEE.

The cperating system access level limits (upper and lover bounds) will
be disvlavyed on the left screen header.

6.4.1.2 E, A DISFLAY.

The eguipment access level limits (urper and lower bounds) for each mass
storage, magnetic tare z2nd unit reccrd eguirment in the EST will be
displaved on the E, Ak displeay.

6.4.1.3 E, P _DISELAY.

The access level of the reguested tare file will be added to the E,P
display. This will te passed tc DSD by RESEX in the preview buffer.

The eguivment access level limits fcr each tape equipment will be
displayed on the E, T display.

6.4.1.5 I _DISPLAY.
The eguipment access level limits fcr each unit record eqguipment will be

displayed on the I displaye.

6.4.1.6 J__DISPLRAY.

The 3Jjcb access level limits fer each jok frcm word DPRFE of the EJT entry
will be displayed cn the Jd disglay.

6.4.1.7 Q__DISPLRY.

The queued file access level limits from wcrd INSQ cf the CFT entry will
be displayed on the ¢ displaye.

6.4.1.8 R__DISPLAY.

The job access level limits from word PRFE of the EJT entry will be
displayved on the R display.
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6.4.2 SECURITY UMICCK STATUS.

L new form of the UNIOCK cperatcr cemmand will be added to DSD to set
security unlock status at the conscle. The format of this command will
be UNLOCK, username, password. '

The user name and password parameters will be pessed to 1LES function
VSAF through the DSD/1DS buffer in CHMR. If 1DS determines that this
user has security administratocr privileces, the security unlock bit as
well as the lock kit will ke set in CHR werd SSTL. If the user name is
not properly valicdated, the c¢perator will te informed. Security unlock
status will be noted on the left screen header. See Secticn R.4.6.1 for
the format.

A new parameter will be added tc the ENTEER macro, which defines syntax
processing for all DSD commands. This parameter, SLCCK, will indicate
that 1f the system is secured, security unlock status is reguired. If
the systen is unsecured, SLCCX will mean that a normal UNIQCCK is
reqguired. : '

The following commands will te éefined with the SLOCK parameter set:

Hemery entry commands (central and extended)
ENGR

EEUG

SECURES

SECURECQ

DIS,3sn

CDEPLAY

Memcry displays (C,D,F,G,H) will cnly be allcwed to display the Central
Yemory Resident area of central memory and the systen table area of
extended memory cn a secured systemr unless the conscle is in security
unlock status. '

The following commands will he added tc a new DSD overlay. See section
A+e3.2 feor the formats.

6.4.3.1 SECURES.
This SECURES operatocr command will be identical to the IPRDECK SECURES

entry. This command reguires the console tc te in security unlock
statuse.
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The SECUREQ operatcr ccmmand is used to change the access level limits
of a unit record egquipment. This ccrmand requires the conscle to be in
security unlock statuse. :

The following must be true fcr this command to be accepted.

The specified equipment mnemonic and EST ordinal must be defined in
the EST as a unit record eguipment (CP, CR, LP, LQ. 1R, 1S, LT).

Both upper and lower bcunds must be srecified and be valid names
for access levels.

The associated value of the lower bcund must be less than or egual
to the associated value cf the upper bcund.

DSD will use the SECM menitor functicn tc change the EST access level
limits.

6o.4.3.4 RELEASE.

The RELEASE operatcr command is used to cet the "release® bit in a QFT’
entry to allow a file to be released frcm the output gueue even though
its access level is greater than or egual tc the output gueue special
handling level.

The jsn specified must be that cf a file in the QFT. The UTEM monitor
function will re used to set the appropriate OFT bit. See section 5.5.2
for the QFT format.

6.5.1 INPUT_FILES

DSP‘will set the urper and lcwer access level limits returned by 0OVJ in
the QFT entry as described in Section 5.5.2.
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6.5.2 CUTPUT_FILES.

If DSP creates.an cutput file, the jcb access level must be specified in
the KTCHM call. This level must also ke placed in the CFT.

Khen DS? is routing a rrevicusly deferred routed file, the file access
level from the lccal FNT entry must te rroragated to the CFT. This will
allcw the locel file access level to change easily during the Jjob.

6.6 LE¥.
The following LFX¥ functions are new cr are modified for multi-level

securitv. RAll tape assignment ‘functions will te handled ky RESEX. See
section 6.42 for details.

SETFAL Set local file access level (new).
STATUS Return file statuse.

REQUEST Reguest file assignment.

GﬁTFNT Get file infcrmation.

The SETFAL function will set the eaccess level of a lccal file.

Processing:

* If the file does nct exist, process the reguest as an LFH
errcr cocde 01, File Nct Fcund.

* If the file is not of type 1LCQFT, PTFT, or QFFT process the
reguest as an LFY¥ errcr ccde 62, Illegzl File Tyre.

* If the "sp"™ bit, bit 39, is set in FET+1, take the new access
level from FET+4. If the "sp®™ tit is not set, take the job
access level to be the new file access level.

* If the access level in FET+4 is nct in the'range 0-7, rrocess
the request as an LFY error code (06, Access level 0Out of Range.

* IL¥H will velidate and set the reguested access level using
monitor function VSAY, subfunctien VSES. If the reguested

level is valid, LFM will issue the following Acccunting
Dayfile message:

MFFA, filenanec.
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* If the requested level is invalid, LFY¥ will process the
recuest as a security violaticn and issue the following
Bccounting Davfile Message:

KFFI, filenanme.

6.6.2 STPTUS_(C13).

If the "sp” bit, bit 39D, is set in FET+1, return the file
access level to bits 36-38 of FET+4. This will be done on
toth secured and unsecured systemns.

6.6.3 REQUEST (Cih).

* If the file is already assigned, ignore the function
(currently done this way)e.

* If the "sp” bit, bit 39D, is set in FET+1, take the reguested
access level for the file frcom bits 3€6-38 cf FET+4. If the
"sp” bit is nect set, take the recuested access level for the
file frem the job access level. :

* If the access level in FET+4 is nct in the range 0-7, process
the reguest as an LFY errcr ccée 06, Access Level Cut of Range.

* If the file access level is defined in the FET, validate the
file access level using monitecr function VSAM, subfunction
VAJS. If the access level is invalid for the job, process the
reguest as a security viclaticn.

Cox On a secured system if the operatcr assigns an eguirment whose
access level limits de¢ not include the reguested level, reject
the operator assignment and reissue the reguest until an
acceptable eguipment is assigned.

* Once an acceptable equipment is assigned, create the file at
the reguested access level.

6.6.4 REQUEST (015)

Access level processing for the REQUEST (015) function will be the same
as the RBEQUEST (C14) functicn will the follcwing additions:

* If the access level limits c¢f the srecified equipment ordinal
do not include the reguested access level, process the request

as an LFY error ccde 1C, Ecuirment Hot Availakle.
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* If no device is fourd of the srecified device tyre with access
level l1imits that include the reguested access level, process
the request as an LFM error ccde 10, Equipment Kot Available.

6.6.5 GETENT (025).

The GETEFNT (G625) function will return the file access level in bits
17-15 of the first word of each returned entry.

5 i 3 2 1

98765&321098765&321098765&321098765u321098765u321098765&3210
o e ——— +
! FILE NAME TAL! f TY ' ST 1!
A o —————————————— e +

AL Rccess level

TY File tyre

ST Status

6.7 MSH.

MSM will rrocess device access levels during deadstart and during
on~line recovery of removable mass storage devices.

6.7.1 DEADSTART RECCVERY (RXS).

During a level { deadstart, if EN¥S encounters a device vwhcse access
level limits in the device lebel are not within the equipment access
level limits from the device EST entry, the device will not be
reccvered.

* If the device is not remcvalble, deadstart will be halted with the
diagnostic message on the RB-disrlay.

E¢Cnnn - DEVICE ACCESS ERECE.
A new deadstart will be reguired to ccrrect this conditicn.

* If the device 1s removadble, the device will be left unavailable
with SV (Security Vioclaticn) errcr status.

6.7.2 ON-LINE RECCVERY (CHMS).
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6.7.2¢1 UNSECURELD SYSTEX.

If CMS detects that the device access level 1limits in the device
latel are not within the eguicrment access level limits from the EST,
CHS will suspend reccvery of the device ty setting the pause bit at
the contrel point and will issue the follewing Error log and
R-Display message:

EQnnn - SECURED DEVICE.
At this point the cperator must take one of the following actions:

1) Enter "PRUSE,CHS."™ at the conscle to terminate recovery of
the device. The device will be left unavailable in SV
status. At this point the =secured device should be removed
from the system.

2) Enter "GO,C¥S.™ +to conmnrplete reccvery of the device. 1A
message will be issued to the error log with the following
format:

ECnnn ,SECURED DEVICE KECCVERED,ALa.

nnn = eguipment EST crdinal.
a access level cof device.

6.7.2.2 SECURED SYSTEX.

This case will be handled the same way as deadstart recovery on a
secured system, i.e. the device will be left unavailable with SV
error statuse.

6.8 YTR/CPUMTR,

The following Monitor functicns are new cr are modified for multi-
level securitye. The formats of the request and reply vwords are
described in section 5.8.

RDCH Reguest Data Ccnversicn.
Subfunction 10 - Calculate Facked Date.
Subfunction 11 - Encrypt Fasswcrd.
RSTHN Reauest Storage.
RTCH Reserve Track Chain.
SECH Set Eguipment Farameters.
Sutfunction 17 - Set Eguicment Access Levelse.

VSAH Validete Security Access.
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£.8.17.17 CRILCUIAT

&3]

_EECKED DATE_(10).

* 3d¢é the 12-bit value given in the lower 12 bits of the
regquest tc the packed date in the message tuffer and return
the new racked date tc the message buffer.

€.8.1.2 ENCRYPT ETASSKORD _(11).

* Use common deck COHMCECE or eguivalent in—-line ccde to
encrypt the U42-bit value in the urrer 42 bits of the
messz2ge buffer and return the resultant encrypted 42-bit
value tc the upper 82 bits cf the nmessage buffer.

- _BSI¥.

23]

6.8.2 BECUEST STCRAG

If the MEMORY CLEARIKEG bit is set in CMR wcrd SSTL, then whenever a
job releases central or extended memcry with the RSTY functicn, it
must be cleared. YTR will issue a CSTHM function to dc this. The
memnory cannot be released frcm the Jjcb until it has been cleered.

6.8.2 RECUEST TEACK CHAIX - BTCH.

Bccess level will e zdded as cne of the device selection criteria.

If an access level is specified, the best device that allows the
regquested level will be assigned. If no device is found, this status
will be returned tc the caller.

If no access level is specified, there will ke no change from current
processing:; no attemrt will be made to insure the assigned device is
valid for the Jjob cr file. The caller must insure that an access
level is specified if recuired.

€.8.4 SET EQUIPMENT FARAMETEES - _SECHM.

Add SEQM subfunction EALS (17) to set the equipment access level
limits in the EST. This functicn will te called by ISD when

rocessing the SECUREC ccemmand. The PP will be hung if the reguested
l1imits are not within the system access limits, or the eguipment is
not a unit record eguipmente.
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Add VSAMY function as descrited in secticrn 5.8.5. This function will
make all security validation decisicns. If the system is not in a
secured mode, no validation will be done; all requests will be
considered to be valid.

6.8.6 FIELD IENGTH DECREASE.

If MEMORY CLEARING is enabled, CFUNTR rcutine ARFL must insure that
any released field length is cleared. This will be done by forcing =z
call to 1¥R to release the field length rather than processing in
CPUXTR. 1¥A is already called tc reduce field length at the last
control point.

6.9 PF¥.

Pr¥ will process permanent file access levels, access categories, and
nassword and PERMIT expiration terms.

6.9.17 PZRMANENT

See Section 5.6 for a descripticn of the new fields that are defined
in the permanent file FET for multi-level security parameters on
Permanent File Manager reguests.

Because the Job step will be abecrted with an SVET error flag when a
security violation occurs, there is no user error processing
available for security violaticn errcre.

€.9.3 PASSWCRD PERMIT EYPIRATIOR PRCCESSIHNG.

PFM will process password/PERMIT expiration date and term parameters
as followse.

1. This field will te ignored if the command is not SAVE, DEFINE,
DPLRMIT or CHANGE.

2. TIf the user is nct validated to set expiration dates (validetion
privilege CFPY), the job will be abcrted with the message:

NOT VALIDATED TO SET ¥XL/XT.
This is not a security violaticn.

NOS-DEV/2725G-2684G/slE - 73 -



NOS ¥ULTI-LEVEL SECURITY . 22/10/12
General Internal Design.

3. If an expiraticn date is specified, use monitor functicn RICE to
calculate the maximum date allcwed (based on maximum term defined
in COMSPFH). If the specified dete is kevyond this, the Jjeb will
be abtorted with the message:

¥XD/XT EXCEELS HMAXINUM.
If an expiration term is specified, ccmpare to the maximum
allocwed. If it is less than the maximunr, use meniter function
RDCH to convert to a date. If nct, the Zob will be aborted with

the above nmessage.

The XD/XT EXCEEDS MAYIMUY error is nct a2 security viclatione.

6.9.4 ALTERNATE USER_ACCESS.

On 211 alternate user reguests, a file-nct-fcund error will ke
returned if any cf the folleowing are true.

1. Password expired.

2. User. nct validated to access file. This checked by monitor
function VSAN, subfuncticn VAJS. The user's access level and
categories are ccmpared to the file's zccess level and categceries
from the PFC entry.

3. Pernpit expired.

6.9.5 QHUNER _ACCESS

Monitor function VSAM, subfunction VAJS will velidate all permanent
file accesses. The access level and categcries cf the file must be
valid for the job. If nct, the request will be processed as @&
security violaticne.

6.9.6 FUNCTION RECUESTS

In addition to the above rules, each PFY function will te changed as
follows.

6.9.6.1 SAVE_(001,CCSV).

* If the access level of the local file is not allowed cn the
user's master device, the reguest is rrccessed as a security
viclaticne

* Set the password expiraticn date (if a rassword is defined),
access level and access categories in the created PFC entry. The
access categcries are taken frcm Contrcl Pcint Erea wecrd JSCW.
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6.2.6.2 GET (OCzLC A

I

* If the "sp” kit is set in FET+1, return the file access level
from the PFC entry tec bits 38-26 in FET+4,

* Request the local copy c¢f the file ¢cn a device where the flle is
valid to reside.

* Set the file access level in the FNT entry.

6.9.6.3 CATLIST (00U ,CCCT).

* On alternate user reguests, infcrmaticn will only be returned for
files that are currently accessitle to this user. (See 6.9.4).
The file access level, access categcries and password expiration
date are cleared frem the returned FFC entry.

* On 2 perrit data search, the rermit exriration date field will be

cleared from the returned entry if it does not contain an
expiration date.

6.9.6.4 REPLACE_(006,CCEP).

* If the file dces not currently exiét, REPLACE is identical to a
SRVE.
* _If the access level of the lccal file is higher than the lével in .

PFC of the existing permanent file, write-down validaticn
privileges are reguired (validation privilege CW1F).

6.9.6.5 APPEND (007,CCRE).

* If the access level of the local file is higher than that of the
permanent file to be appended to, write-down validation
privileges are reguired.

o))

.3.6.6 DEFINE (010,CCDF).

* If the file already exists as a local file, and its access level
is less than that of the Jjob, write-down validation privileges
are reguired. 2lso, the access level c¢f the file must be allowed
on the user's master device.

* I¥ the file does not exist, device selection will use the job
access level z2s a critericn.
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* FTast attach rrccessing will be exempt frcem the accessibility
validation described in secticn £.9.%5.

* If the "sp* bit is set in FET+1, return the file access level
from the PFC entry to bits 38-36 in FET+4. )

* Set the file access level in the FNT entry.

6.9.6.8 CHANGE (012,.CCCG).

* The nevw passwcocrd expiration date will te set. in the PFC entry, if
specified.

6.9.6.9 ASSIGNPF_ (02C,CCAK).

* The file access level frecm the PFC will be supplied in FET+4 by
MSSEYEC. This level will be used for device selection.

£.5.6.10 CLD_(021,CCCL).

* . QLD is p»rocessed the same ms GET.

6.9.6.,11 SETPFAC (C22,CCAC).

* The specified access categories must ke valid for the user, or
the request is processed as a security violaticn. This is )
checked by menitcr function VSR¥, subfunction VAJS.

* The FET must bhe at least € weords long tc insure the categoery
field is rresent.

* If the file is a direct access file, the system cector will be
read to determine if the file is currently belng accessed. If
so, a file-busy errcr is returned.

* Set the new access categcries in the PFC entry.

6.5.6.12 SETEFAL_(023,CCAL).

* The specified access level must te valid for the user and for the
device where the file resides, cr the reguest is prccessed as a
security violatiocon.
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* TIf the file ic a direct access file, the system sector will be

read to determine if the file is currently being accessed. If
so, a file-busy errecr is returned.

* Set the new access level in the EFFC entry.

6.10 QAC.

GAC will process access levels as selecticn criteria on all
requests. For user calls, the specified access level range nrust be
within the Jjob access level limits. The request block fecrmat is
described in section 5.7. The default range will be all access
levels for srystem calls and the job access limits for user calls.

6.1C.1 PEEK_FUKRCTIICHN.

Q2AC will return the access level of an executing Jjob or gueued file
in word 1 of the PXEX reply tlock. See section 5.7 for the format.

6.10.2 CGET FUNCTICHN.

OAC will return the access level cf a selected gueued file in wecrd 15
"of the GET parameter block. See section 5.7 for the format. :

Once a file is selected, based cn the access level range, the Cutput
Queue Special Handling level must be ccnsidered. The file will pnot
te selected if all of the follcwing are true:

Caller is BATCEIC.

File type is cutrut.

Eccess level is greater than cr equal tc OQSH.
Release bit is not set in the CFT.

6.10.3 ALTER FUNCTION.

2 new alter flag and field will be defined to allow altering the
‘access level of an output file. See secticn 5.7 for the regquest
bleck format.

If this alter flag is set, the caller must have security
administrator privileges.

The new access level fcr a file must be within the file's crigin type
limits and be allowed on the device where the file resides.
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6.11 QAP.

When the local file for an input Jcb is created, the lcocwer equipment
access level l1limit of the card reasder will re used as the access
level.

3

6.12 QF

Functicn COFF (Create Queue File) nmust set the file access level in
the RTCH call when assigning mass stcrage srace for the file. The
level will come from the QFT image in the system sector. If the
assignment is successful, this level must te placed in the new QFT
and the FNT entryv. :

A new QFM error status (NSEE=11B) will e defined to indicate that
the reguested eguirment did not have the reguired security level for
the queued file. This error code will te returned if error
processing is selected in the FET. Ctherwise, the messade

FILE NCT ALIOWED ON EQUIPMENT.

will be issued.

6.13 SET.
. SET will process the IPRDECK entries as defined in secticn k.3.1.

Each entry will te added to the syntax table in IPR and a routine
added to process it.

Define a .SS¥L wcrd to store CGSH, CPSECK and SECCATS vslues, and
write this word to CKR unless it igs a level 3 recovery. The format
of SSHL is defined in secticon 5.3.6.

khen SET releases Jjob field length (central and extended memory) on &

level 3 recovery, the memory must re cleared if MHE¥ORY CLEARING 1is
enabled.

Value must be 0, 1, 2, or 3.

6.13.2 OQSH.

Must be a valid access level namee.
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€.13.3 SECUELS.
Yust be a valid crigin type mnemcnic (use NHMCT micre from
NOSTEXT).

Both LA end UR must be specified, and be valid access level names.

Corresponding value of LA must be less than or egual to the
corresponding value of Uk.

If origin type is SY, set all origin type linmits in the Service
Class Control Tatle (SCT). The format cf this table is defined
in section 5.5.

If the crigin is not SY, the values must be within the system
crigin limits. If so, set them into the corresponding word in
the SCT.

Initialize .SS¥L with all 32 categories enabkled.

The first time SECCATS is enccuntered, clear all 32 bits before
processing. Then process each entry cf SECCATS by setting or
clearing the indicated bits.

Fach entry must re =z valid access category name.

6.13.5 ENABLE/DISABLE MEFORY CLEARING.

Add MEMORY CLEBRRING bit to .SSTL, and stcre velue from
ENABLE/DISARBRIE MEMCORY CLEARING. entry. Bit position is defined
in section 5.3.7.2. Tt is initially disabled.

6.4 SEM.

The following SF% functions are added fcr multi-level security:

Code Function Lescription
33 GSSF Get security status.
3y GEAF GCet equirment/device access level
limitse.
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6.10.1 GSSF_FUNCTICN (33).
The GSSF function returns the ocutput cgueve sgecial handling level,
the operating system security mcde, and the access level limits for
SYOT, BCOT, EIOT, and TYCT crigin tyres tc the calling rprocess. This
function reguires an SSJ= entry point or a subsyster ID. The reply
word format is shown in Section A.3.5.1. ’

Internal Processing

* If the calling process does not have an SSJ= entry point or
subsystem ID, abort the Jjcb with arn "SFY ILLEGAL REQUEST"®
€TILCT . :

* Copy the data from CME word SSH¥L and from the Service Class

Control Table (first JCA entry) tc the reply wcecrd.

6.14.3 GEEF_FUNCTICN (34).

The GEAF function returns the access level lirits of a srecified
eguipment to the calling preograre. If the srecified equirment is mass
stcrage, the device zccess level limits frcem the EST will te
returned. This function reguires an SSJ= entry point or a subsysten
ID. The request and reply wcrd formats are shown in Section A.3.5.3.

Internal Processing:

* If the calling Jjob does nct have an SSJ= entry rpoint or
subsyster ID, abort the Jjeb as an *SF¥ ILLEGAL EECUEST*.

* If the =srecified EST crdinal is nct & valid eguirment, abort
the job with an *SFK ARCGUNMENT ERECE*.

* Feturn the access level limits frem the equirment EST entry.,
or, if the equipment is mass stocrage, the device access
level limits from the device's ¥ST entry, tc the calling
rrogram in the reply wecrd.

6.15 SLL.

Cn a non deadstart-load initiaticn, check the system security mode.
If the system is executing as & secured system, check the user for
Security R2dministrater privilege. If the user does not have Security
Administrator privilege, abort the jeob using the current “SYSTEF
LIBRARY CEANGE IILEGAL"™ diagncstic.
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6.16 VEJ.

If the security crrccessing ("sp") Dbit, tit 29 of word FET+1, is set
when VEJ is called, the caller has rplaced an access level 1limit in
bits 36~-38 of FET+4. On a secured system VEJ will compare the value -
to the upper lirit returned by CVJ, and, if the FET+L4 value is less,
VEJ will return a JOB CAED ERROR status. If the FET+4 access level
1irmit is greater than or egual tc the urper limit returned by ovd,
the upper limit value will be returned in FET+4.

This interface is designed fcr EBF tc place the comrmunications line
access level limit in FET+4 when calling VEJ.

6.17 OBF.

OBF will place the access level of the new file in word FUTL of the
file FNT entry when creating the file. If nc access level is
specified, the jcb access level from Contrcl Foint Area word JSCW
will be used. This access level will be used in the RTCH reguest, if
- one is made.

Ent;x Conditions:

ENTRY ((l&)-1) =2/, 1/2, 3/R1L, €/Unchanged

Rccess level selecticn flag.

A
AL Access level tc set.

I

€.18 OBP.
OBP will print the file access level on the standard banner rage,
" using the symbclic names defined in CCMSXLS. The entire entry will

be blank if the system is in the unsecured mcde. See Section A.L.7
for the banner page format.

€.15 OVJ.

6.19.1 JOB CARPD FRCCESSING.

OVJ will process the new AL parameter on the JCB card. If the value
specified is not one of the micrcs defined in COMSHLS, the Jjob will
be aborted with a JCZB CARD ERRCR.

CVJ will process the new AL perameter on the JCE card. If the value
srecified is not one of the micros defined in COMSKLS, the job will
be aborted with a JCE CARD EREKCR.
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On a secured system, OVJ will use VSEY sulfunction VJCS to determine
if the value specified by the AL paremeter is valid to use as an
upper limit for the Jjok. See section 5.8.5 for the parameters
reguired by this subfunction, and the information returned. The
default will be selected by 0VJ if nc AL parameter is srpecified. If -
VSAM determines that the upper tound or lower bound supplied are not
valid to use for the job, OVJ will return a JOB CARD ERRCR status to
the caller. '

OVJ will return the job's urprer and- -lower access level limits to the
calling program, which will set them in the input file GFT entry.

6.19.2 PASSWORD_VALILCATION.

OVJ, together with the caller must delete the password from the first
sector of the input file (USER command). The unencrypted password
will be saved in the input file system sectcr. When OVJ is called to
regueue an input file, it will use the value from the system sector
for validation purroses.

-~

6.20 1AJ

6.20.1 JOB_IKRITIRTIOK. :

12J will set up the Control Point Area wocrd JSCW as described in
section 5.5.1. The follcocwing rules will gcvern this procedure.

* The security privilege validation bits, access level validation
bits, and category bits will be taken frcem the input file system
sector validation file image. These values have already been
restricted based on the JCB card criteria.

* The (initial) Jotr Access level is taken from the lower access
level limit field in the EJT.

* The Job Access level 1lipit is taken frcm the upper access level
limit field in the EJT.

The INPUT file access level in the FNT entry will be set to the lower
access level limit.
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6.20.2 SECURITY VICLATICK PROCESSIKEG.

Due to changes in the system and crigin tyre access limits by the
SECURES command, scme exXecuting jcbs can be aborted with an SVET
error flag. These jobs must ¢o through Jjob termination rrocessing.,
but their access level may no lcnger be valid. 14J must set a valid
level in the contrcl point area sc that normal jcb terminaticn can
oCccur. The lower 1limit for the Jjob®s origin type will be used.

6.20.3 MEMORY CLEAEING.

If MEMORY CLEARING is enabled, it is not necessary for 1AJ to clear
any additionally assigned field length.

6.21 1DS.

6.21.7 SC2_CREATION.

When 1DS creates an input f£ile the fcllcwing rules will arpply.

The access level used on the RICHM reguest will be the lower
system limite.

The uprer and lower Job access limits will be the urper and lover
system limits. These will ke set in the QFT entry.

The valid jol access levels will be all levels within the systen
limits. The valid Jjob access categcries will be all valid systemn
categories as defined by the SECCATS IFRLDECK entry.

6.21.2 VSAF FUNCTICKN.

ARdd the VEAF function to validate the username and passwerd entered
by the operatcr cn the UNLOCK ccmmand.

This function will call OAV to read the validation file for the
specified usernanmne. If this user has Security Administrator
Privileges, then the password will be verified using EDCY¥ sukfunction
11 to encrypt it and compare it to the coperator entered value. The
Lock and SECURITY UNIOCK bits will be set in SSTL if the valicdation
is successful. The 1DS/DSD kuffer interlcck in CHR will be used to
return the status of this functicn to DSD.

Use of this functicn will cause an entry in the Account Payfile. See
Appendix E for the message fcrmat.

NOS-DEV/2725G-268u4G/s1lf - 83 -



NOS MULTI-LEVEL SECURITY 82/10/12
General Internal Cesign.

kdd the eguipment access level limits tc the Buffer Foint Area when
buillding 1it.

When making QAC recuests to select cutput files, use the access level
selection bits as descrited in secticn 5.7. The eguipment access
level limits will te used as the selecticn criteriae.

1RI currently clears any field length increase assigned at rollin
time. This will not be necessary if MEMORY CLEARING is enebled.

6.24 1HMT.

A new error message will be added tc the list used by DSD on the E,P
display. This will be used when the eguirment where the tare is
mounted will not allcw the access level cf the assigned file. The
text of the message will be

ACCESS CONFLICT

€.25 1RC.
T+ ME¥ORY CLEARING is enabled, 1RC will disasrle dynamic field iength
reduction of central and extended mercrye. This will ensure that the
RSTM monitcr function is used to release all storage; in turn
ensuring that a2ll released storage will te cleared. :

When reguesting mass storage for the rollcut file, the Jcb access
level must be specified on the RTICH call.

6.26 1SJ.

During each scheduling cycle, 1SJ examines each EJT entry. If any
entry has job access level limits that are cutside the current access
level limits for the Jjob's origin tyre, an SVET error will ke set c¢cn
that jobe. Jobs with Jjob termination in rrogress are excepted.

No checking cf the QFT access level limits will be perfermed. The

jobs will be scheduled to the EJT normally, and any illegal ranges
detected on the rext EJT scan.
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6.27 1Ih.

For non-network +terrminals, use the interactive loginr password fron
word BRPWI of the velidation file reccrd.

When recuesting mass storage fcr the input file, use the TX0T origin
tyre access level lower bound in the RTCHM call. -

The communications line access limit will ke sent to 1TA from IAF 1in
the login rot. If this level is supplied, it will be used as the
reguested upper limit in the VSAY¥ VJICS call; if not, the TXOT lowver
bound will te used zs the limit. The requested lower limit in the
VSAM call will be the TXO0OT lcwer bcund.

If the VSA¥ reguest is invalid, 1TAR will treat the lcgin &s an
error. The returned upper/lcwer limits will be set in the QFT
entry. The returned restricted validation access levels and
categories will te set in the system sector.

The output for CATLIST (LC=F) will include the access level and
rassword expiraticn date, 1f present.

The cutput for CATLIST (LO=FF) will include the permit exriratiocn
date, if present. :

A new option, LO0=X, will be added to CATLIST. This option will
provide "expanded” output fecr an individual file. The cutput will
consist of the three lines cf cutrut normally given for L1C=F,
followed by a listing of the access category set of the file. The
file name specificatiocn (FXN= filename) will be reguired for this
cptione.

See section RA.4.4.5 for examrles cof the new CATLIST output.

6.29 CHKPT.

The access level of the checkpcint file must be set to the .job access
level limit befcre any informaticn is written. This will insure that
no local files tc be checkpcinted will have a higher access level
than the checkpoint file.

CHKPT will use the GETUSY macro to determine the Jjob access level

1imit and then issue the SETFAL macrc to set the checkpoint file
access level.
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CPUCIO (or 1KS) is medified to rrocess the follcwing functions:
* Setting of f£ile access levels on COPEN functions.

* Automatic advance cf lccal file access level on WRITE
functions.

* Automatic advance cf Jck access level on READ functionse.

* Processing of the new COVWRITE functicn.

6.30.1 OPEN_FUNCTICNS.

If the file does nct exist and if user "sr”™ kit (bit 39) is set in
FET+1, set the file access level tc the value in the access level
field in FET+4. If the reguested access level is nct valid for the
jot, process the reguest as a Security violation.

If the file already exists and if the user "sp" bit (it 38) is set

in FET+1, return the file access level teo the access level field
(bits 38-36) in FET+4,

6.30.2 WRITE FUNCTICHKNS.

Cn a secured system CPUCIC will advance the access level c¢cf local
files (mass storage cr magnetic tapes) to the access level of the job
on all WRITE functicns unless the reguesting process has cne of the
following:

(a) Write—-dcwn privilege.
(t) An S$SJ= Entry Fecint.
(c) Subsystem ID.

For direct access rermanent files the user must be vzlidated for
write-down pvrivilege. If the user is nct sc validated, the reguest
will be processed as a security viclaticn.

If the resulting access level of the file is not within the device
access limits, the request will te rrocessed as an *ILLEGAL I/C
REQUEST CN FILE* errcre.

If the local file does not exist pricr tc a WRITE operation, a mass
storage file will be created on an arprcrriate device in the same
manner as with an CPEN function.
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6.20.3 READ_FUNCTICHNS

Cn secured systems, CPUCIO will advance the .job access level to the
file access level on all READ functions if the file access level is
greater than the Jjcb access level.

€.30.4 COVWRITE.
CPUCIO will recognize the COVWRITE (244) and CVWRITE RETURN (254)
functions, and czll 1¥S to process theme.

1MS will use the same threshold as defined fcr buffered writes when
determining when tc enter the recall stack. For the CVWRITE RETURHN
function, ODF will be called to drop the file after the operation: an
"UNLOAD"™ type call will be mede. For the CVWRITE function, the file
will be left positioned at RCI. o

A1l changes made to tables as Cdescribed.-in section 5 will be
reflected in DSDI cutput.

6.32 ENQUIRE.

ENCUIRE,CP=P will return the Jjch's current access level, access level
*1imits, and categcry set 1if the system is in a secured mcde. The
GETJAL and GETUSV macros will be used to cbtain this information.

ENQUIRE,CP=F will return each file's access level 1f the system 1is in
a secured mode. The file access level is returned by the GETENT
REA&CLO .

ENCQUIERE,JSN=jsn will include the access level of each Jjck cr gueued
file listed if the system is in a secured mcde. The jeclk cr gueued
file access level is returned by the QAC PEEK reguest.

See section A.L.B.12 for the format c¢cf the returned informaticn in
each case.

6.33

l:i:
e~

GNET.

.When doing reel swar, i.e. searching for the next reel already
mounted cn ancther unit, MKAGKNET must ensure that the access level
limits of the new unit are adegquate to handle the file already
assigned to the c¢ld unit.
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¥LSEXEC is a new CFU program to process the following multi-level
security ccrnmands. These cormands are described in Section A.3.3.

SETFEL Set file access level.

SETJAL Set Jdob access level.

SETPFEC Set permanent file access categories.
SETPFAL Set permanent f£ile access level.

HMLSEXEC will remove the access level name from the SETFAL, SETJAL,
and SETPFAL commands before issuing the ccmmand to the dayfile.

The specified access level/categcries will be verified against the
COMSHLS nmicros. If the name is nct found, the job will ke aborted
with the message: UKKNCUN RCCESS LEVEL NAME. or UNKNCWE ACCESS
CATEGORY NAME, as aprpropriate.

Any other syntax error will cause the jcl tc abort with the message:
INCCRRECT ARGUMENT.

When processing the SETFAL, SETJAL and SETPFRL comrmands, the
corresponéing macro will be issued. No further validaticn of the
specified access level will take rlace.

. When processing the SETPFA€ ccmmand, if the "catl = 0" syntax is not
used, the current access categcries for the file must be determined.
The CATLIST macro will be used fcr thise. In both formats, the
resulting bit map (bit = 1 means category is set) will be used when
issuing the SETPFAC macro. No further validation of the categories
will take place. ’

The optional PN and R parameters for SETPFAL and SETPFAC will be
passed alcong as paramreters on the respective macro. The WB and NA
parameters will be processed the same as for other permanent file
comrands.

6.35 MFILES.

¥FILES will have an additicnal entry point, CVWRITE, to rrocess the
OVWRITE command. The OVWRITE command is described in section A.3.3.1.

Internal Processing:

* If both the ¥ and the Z crtions are selected abecrt the Job
with the diagnostic *Z AXD X OPTICNS SELECTED* error.
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* Using the named—-file fcrmat, if any file selected is not on
mass stcrage, issue the message *1fn NOT ON MASS STORAGE™
where "1fn"™ is the file name screcified on the control
statement, and continue with the next named file. Using the
exclusion formet, if any file fcund is not on mass storage,
do nct precess that file.

* Using the named~-file fcrmat, if any file is in read-only
status, issue the mesage *1fn IS READ-ONLY* where "1lfn" is
the file name specified on the ccmmand, and continue with
the next named file. Using the exclusion format, if the
file is in read-only status, dc nct process that file.

* Issue CI0O function 244 (CVWEITE), cr 254 (OVWRITE RETURN) if
the R ortion is specified, to rrocess each file selected.
6.36 MODVAL

¥ODVAL will process the follcwincg new or mcdified functions for
multi-level securitv. :

* New validation parameterse.

* Multiple rasswords.
* Passwoerd encryption.

6.36.1 EXECUTION_VALIDATION REQUIREKENTS.

Console input or the use of the FA parameter on a secured system will
require that the job have security administrstor privilege set in
Control Point Area wcrd JSCH.

If the user does not have security administrator permissicn, abort
the job with the fcllowing diagncstic:

ILLEGAL USER ACCESS.

€.36.2

1071

PECIRL USER_INDEXES.

When MODVAL creates the defzult srecial user names SUBRFAMO-SUBFAMT7,
APPLLIB, FLAWPFX and LIBRARY, it will set the associated rasswords as
inmediately expiring. These passwcerds are rublic knowledge since
they appear in the source to MODVAL; setting them as inmediately
expiring will force the security administrator to change them (from
SYSTEKY, with a ncn-expiring prasswcrd) before they cen be used. The
password to SYSTENX should be changed at this time, since it also
appears in M¥GDVAL.
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When MKODVAL creates the default srecial user name SYSTEMX (user index
377777), it will be c¢iven security administrator privileges.

Existing display peges are mcdified and a2 new page, rage 4, is added
for security validations. The user password and security ccunt lines .
are remcved from page 1. The fcrmat of the new page 4 1s shown in
section A.4.3.17.1.

6.36.4 PASSHWORD INPUT DIRECTIVES.

I

New directives will set the batch ané interactive passwords. The
current PW directive will set kcth passwcrds. Whenever a rpassword is
entered, the asscciated expiraticn date is set to the default. See
section A.U4.3.7.2.4, for the directive fcocrmats.

6.36.4.1 OCTAL PASSWCRD SPECIFICATICK.

Passwords may alsc be specified in ar octal rather than alphanumric
format. Octal format will be indicated by the specification of the
preradix "+" ("plus™ sign), followed by 14 cctal digits (42 bits).,
representing the internal rerresentetion of the password in the user”
validation file. The system default minimum number cf characters’
will not be reguired using this formate.

This form of passwerd entry is not allowed using the PASSWOR commande.

The primary use of this form of passvord entry is to allew the re-
creaticn of encrypted password files withcut needing to srecify the
unencrypted form of the passwcrd, l1.€. when re-creating the
validation file frcm source.

6.36.5 PASSWORD EXPIRATION DIRECTIVES.

The user vasswvord exriration dates are stored in standard packed date
format, yymmdd, where yy = the current year minus 1970, and mm and dd
are the current menth and day, resrectively, in the lower 18 bits of

the password entrv.

Khen a password is created cor is changed, the system default :
expiraticn term, COMSACC parameter AIXT, is added to the current date
and 1s stcred as the passwerd exriration date. After this, the
expiretion date may te changed ty inrut directive.

See section A.Lb.3.1.2.5 for the directives tc set the passwerd
expiration, specified either by term or date.
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6.36.6 SECUEITY ACCESS IEVEL INEFUT DIRECIIVES.

The SAL input directive defines the user's validated security access
levels. See secticn RA.L4.3.1.2.71 fcr the directive format.

6.36.7 SECURITY 3ACCESS PRIVILEGES INEUT LIRECTIVES.

The SAV input directive sets or clears the user‘'s security access
privileges. See section R.4.3.1.2.3 for the directive format.

6.36.8 SECUERITY ACCESS CATEGCRY_ INPUT DIRECTIVES.

The SAC input directive defines the user's validated security access
categories. See section A.4.3.1.2.2 for the directive format.

6.36.9 PASSHOR CCHMAND.

¥ODVAL will process the cpticnal password expiration date or
expiration term parameter cn the PASSWCER ccmmand.

These parameters can be used tc set the expiration date of a new
password or to change the extiration date cf an existing rassword
without changing the password itself. Validation bit CPKX is
reguired tc use these parameters. They will also be accepted on the
INPUT file form cf the FASSUCR ccmmand.

The interactive password can only be changed by a Jjob with TXOT
origin type. 'The batch passwcrd can only te changed Ly a Job with
any cother origin type (SYOT, BCCTI, or EICT).

See Section A.b.L..4 for the PASSWCR command format.

6.36.10 LI¥ITS CUTBUT.

LINITS cutput will include 211 security related data: valid access
levels, access categecries, access rrivileges, and password expiration
dates. If the user is not valid for any values in one of these
areas, no header will be printed. See secticn R.04.3.1.32 for the
LI¥ITS output format.

6.36.11 GE=1.

Since ¥ODVAL, CP=I is equivalent tc LIMITS, this option will be
deleted.
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I

6.37 ¥SI

MEI will be chanced to rrocess creratcer entry of upper and lower
device access level limits during con-line device initializatione.

The LA and UA parameters will te added fcr this purpose, and will be
processed as follcws. i

1. They will be added tc the K-disprlay parameter list. The current
values will be displayed until changed.

2. The default values will te the eguirment access limits from the
EST.

3. A1l values entered must te within the ecuipment access limits.
4L, BAny illegal value entered (cutside limits, LA greater than UA, or
both values not specified) will te ignored and a message

displaved on the K-display.

5. These parameters can only ke entered on & full initialize (AL) of
the device.

6. These paraemeters will nct be disrlayed cr accepted if the systen
is unsecured. ’

=

€.38 MSS.

When MSS does an ASSIGNPF PFY functicn tc create a local file on the
appropriate permanent file device, 1t must specify the file's access
level from the PFC. This will te rassed tc PFM in FET+4.

PFILES will rrocess file passwcerd exrtiration date or term parameters
and permit expiration date or term parameters. See Aprendix A.4.4.3
for the new keywcrds and options fcr permanent file commands.

6.39.1 PASSWORD FXPIRATION PARANETERS

PFILES will process the XT and XD rarameters for password expiration
date or term oprtions. These parameters are valid for the CHANGE,
DEFINE, and SAVE ccmmandse. When used with SAVE and DEFINE, the P¥
parameter must also Lbe specified.

Internel Frocessing:

x Add the XD and XT parameters tco the PFILES internal tables.
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* Process the following situations as an *ERECK IN ARGUMENTS™
eYrcr.

- Both XD and XT specified.

-~ Either XD or XT specified on a ccmmand other than CHANGE, -
DEFINE cr SAVE.

- Either XD or XT srecified on a DEFINE or SAVE command ~
without also specifying Flh.

* Process the fellowing situations as an *ERROR IN EXPIRATION
DATE.* error.

- XD is & date previous toc today's date.

- XD is not a legal YYHMDD date as determined by COMCVDT.

- The XT specified term is ¢reater than the maxinmum alloved
2s defined by COMSPFM symbol MPXT.

* Process XTI * as a non-exgiring password (XT = 7777B).

* Process XT = 0 as an immediately expiring passwerd by setting

the expiration date tc todasy’s date.

‘6.39.2 TERPMIT EYEIRATION PARAMETER

PEILES will process the expiration term cr date parameter on the
PEPMIT control statement.

The format and processing of the expiration term or date parameter is

identical to that done for the CHANGE, DEFIXE, and SAVE ccmmandse.

6.40 PERMANENT FILE UTILITIES

The PF utilities will be changed to process security access levels as
selection criteria.

6.40.1 BFS.

The LR (lower access level) and UAR (upper access level) parameters
will be added to srecify the range cf access levels to be selected,

and will be processed as follows.

1. They will be added to the K-disrlay as valid parameters for all
utilities, and a routine added tc prccess them.

2 The default will be to rrocess all files meeting the cther
selection criteria, regardless of access level.
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. If any access level selecticn is made, both LA and UXR nust te
entered. If nct, PFS will issue the nmessage:

BOTH UA BRND LR MNUST BE SPECIFIEL.

4L, The value assccizted with the 12 name must ke less than or egual
to the value associsted with the UA name. If not P¥S will issue
the message:

INCORRECT ACCESS LEVEL LIMITS.

B. If either the LR or the UR access level names is not cne of those
defined 1in CCY¥SHLS, PFS will issue the nessage:

UNKNCHWN ACCESS LEVEL NANE.
6. Yor PFDU¥P, EFLOAD and PFCOFY, if access levels limits are
selected, they nust be within the system limits. If not, PFS

will issue the message:

ACCESS LEVEL LIMITS CUT OF RANGE.

6.4C.2 PFRIC.

¥o security restrictions-will arrly to FFRIC.

6.40.3 PFCAT.

No security restrictions will arrly to PFFCAT.

<

6.40.4 EFCOPY.

Fer each file selected to be ccried, the ERECUEST macro will be used
to assic¢n the local file to an approrriate device. The access level
from the file's PFC entry will te used; errcr processing %ill be set
to return status from LF¥. If nc device can be found, FECOPY will
skipr the file and issue the message:

FPFCOPY ~ NO DEVICE FOUNL FCR FILE,Fszilename,UI=usetindex.
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6.40.5 EFDUKP

PFDUMP will determine the maximum range cf access levels that can
potentially be dumped. If access level limits were selected by the
LA and UA parameters, these values will te used. If no selection was
made, PFDUMP will use the device limits from the EST of each device
to be dumped; these limits will te saved in the HNSTT table entry for
cach device. The maximum range is calculated by taking the lowest
lower access 1limit and the highest upper access limit of all the
devices in the table.

The range of possitle access levels must te within the system limits
or PFDUMP will abort with the message:

PFDUMP - ACCESS LEVEL LIMITS CUT CF RANGE.
The range of possitle access levels must alsc be within the equipment
access limits of the eguipment assigned tc the ABCHIVE and VERIFY
files. If not, PFLCUMP will abort with the nmnessage:

PFDUMP- ACCESS LEVELS NOT RLLOWED ON ARKCHIVE FILE ECUIFPHMENT.

6.40.6 PELOAD.

For each file selected to be loaded, PFLCAL nust check that -the
device where is file is to reside is approrriate for the file's

‘~access level from the PFC entry. If not, PFFLCGAD will skip the file

and issue the message.
PFLOAD - NO DEVICE FCUNL FOER FIlE,FN=filename,UI=userindex.
1f PFLOAD is loading direct access files t¢ the device with the most

space (0P=L), it will use the largest device that also allcws the
reguired access level.

6.417 QUEUE UTILITIES.

The gueue utilities will be changed to rrccess security access levels
as selection criteris. No security restrictions will apply to the
utilities not listed here. In crder to add these parameters to the
K-display, the origin type/dispcsiticn tyre matrix will be moved to a
second page.
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6.U01.1 QEEP.

The LA (lower access level) and UR (upper access level) parameters
will be added to srecify the range of access levels to ke selected.
These parameters will be prccessed in the same manner as for PF
Utilities, as descrited in Section 6.40.1 {(items 1-5).

1. or QLU¥P and CLCAD, if access level limits are selected, they
ust be within the system limits. If nct, QFSP will issue the
—-display message:

2 om

v

o

ARCCESS LEVEL LIMITS CUTkOF RANGE.

The XAL (new access level) parameter will te added to allow changing
the zccess level cf a gueue file with CRLTEk. Use of this option is
restricted to users with Security Administrator privileges. The
selected new access level must be within the system limits.

6.41.2 QALTER/QFILIST,

The access level of queue files will be added to the LIST=gft display
and the detailed outrut rercrt.

The new access level (NAL) must te withiq the coricin tyre limits for
the file, and within the device limits cf the device where the file
resides. :

6.41.2 ODUXP.

2 maximum range test similar to the cne for PFDUMP will be done for
CDUHNP. The device access level limits will be saved in a table built
by QFSP? Preset.

6.41.3 QLOAD.

For each file selected to be lcaded, the access level must te within
the file's origin tyre limitse. The file must be assigned to an
appropriate mass storage device.

For each file selected tc be moved, the destination device must have
access level limits appropriate tec accert it. If the file is teing
reactivated as well as moved, its access level must be within the
file's origin tyre limits.

NOS-DEV/2725G-2684G/s1f - ¢ -



FOS FULTI-LEVEL SECURLITY CZ7 T07 12
General Internal lPesigne.

e e e e et i o e e o o - ——————— o —_—— ————— S S T e . — . T ———— ——— T —— - —— " — —— o — i

Any file selected to be reactivated rust be within the file's origin
type limitse.

6.42 RESEX.

RESEX will process the optiocnal access level (ARL) parameter on the
ASSIGE, LRRBREL and REQUEST ccmmands. The "sp" bit in FET+1 will be
set and the reguested access level, if valid, will be set in FET+4.
If the AL parameter is used cn any other BESEX entry point, it will
be processed as an ARGUMENT ERECE. If the &sccess level name is not
defined in COMSMLS, it will be .rrocessed as an UNKNOWN ACCESS LEVEL
NAME errocr.

When RESEX nmakes the associaticn between a Jeb and a tare eguipment
(either auvtomatically on a LABEL reguest, or after operatocr '
assignment), it must insure that the tare eguipment will allow the
required access level on the file. This is the Jjob access level, or
the level specified ty the AL parameter cn the ASSIGHR, LAEEL or
RECUEST command. If the eguipment will not allow the level, l.e.,
the level is cutside of the eguipment access level limits, the
assignment will not he made, and a message rcsted on the E,P
display. The tare must be mcunted on an arproprlate unit tefore the
assignment can take place.

RESEX will consider eguipment access levels in the overcommitment
"algerithm. In order to gualify as an assicnable resource, the
equipment must allcow the access level of the Jjob.

The eguipment access level limits of each tape equipment will be
saved in the Rescurce Eguipment Takle (EET). When RESEX builds the
preview display buffer, the access level of the file on each tarpe
reguest will re included. This is used ty DSD when formatting the
E,P display.

When a reguest for an unlabelled tape is made, or an unlabeled tape

assigned by the cperator, the user's validation for writing unlakeled
tapes must be checked. If the user is nct valid (security validation
vord bit CULT), then the RING-CUT crption will be forced for the tape.

The SECHDR commanéd adds security header infcrmation to a file. It is
described in Secticn A.3.3.2Z.
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* If no arguments are present, abcrt the job with the message:

NC FILE NAME SFECIFIED.

* If a syntax error or unkncwn CP cpticn is specified, abort the
job with the messacge:

UNKNOWN CPTIOK.

* If the specified file is not on mass storage, abort the Jjob with
the message:

FILE NCT CON MASS STCEAGE.

* The STATUS macro is used to determine the file access level to be
displayed on the head/foct lines and the banner pages.

* Whether or nct a file is already formatted (rage ejects present)
is determined by the FF parameter, not by inspecting the file.
This informaticn is only reguired if the P ortion 1s selected.

If the file is fcormatted, the page divisions are not changed:; the
extra lines (blank line, header line, blank line at the top and
the same at the Lottom) are added. The print density is forced
to & lines/inch tc retain the match-ur betwveen the logical page
boundaries and the physical rages. This is not pcssible if the
original file was already fcrmatted at 8 lines/inch.

If the file i=s not formatted, it will te formatted at ©
lines/inch with the head/foct lines as described abeve, with 58
lines from the file con each rage. Each line will bhe shifted
right by one srace toc insure carriage cocntrol.

> The ranner rpage is written as a separate recerd, at 6 lines/inch,
at the intervals specified ty the command options (ECR, EOF, or
BOI/EQI).

The banner page will consist of the follcwing lines:

(1) Page eject.

(2) File name line + blank line.

(2) Date line + blank line.

(4) User name line + blank 1line.

(5) BAccess level narme line + blank line.

(6) The access level nare in large characters (16 lines high)
centered on the page.

(7) Deselect auto rage eject (Q).

(8) Select § lines/inch (T).
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(<) 4 lines of rage seraretcr characters (116 "S" each).
(10) Select auto prage eject (R).
(11) Select 6 lines/inch (S).

* If both banner and head/foct crtiong are selected, the crerations
will be perfermed in one pass throcugh the file.

6.4 INTERRCTIVE FACILITY (IAF).

JAF will extract the line access level limit and user validaticn word
ASVW from the COK/EEC/R login surervisory message received from NVE
and will copy the fields intc the lcgin rect to be passed to 1TR to
login the terminal 3jcb. ’

6.45 JOB _TERMINATICN_ _IN PROGRESS_FLACG.

ks shown in Section &, the jcb terminaticn in progress flag is being
mnoved from Contrcl Pcint Area wcrd ECIJW to word SCHE of the EJT entry.

R11 programs that reference this flag will te changed tc cktain it

from its new location. The fcllcwing decks are affected: DSP, REC,
TLX, 1&Jd, CPUMTR, DSDI, PPCOCX.
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7.0 NETWCEK_HCST PROLUCTS.

The following mecdifications tc Network Host Products processes are to
te implemented by Network Ecst Frcducts.

7.1 INTERACTIVE LOGIN TRUSTED PARTH.

For each terminal class there will be one reserved characTer that can
be transmitted from the terminal tc the TIFP and which will be
unconditionally recognized by the TIF as a reccenfigure reguest. Upon
receipt of this character any ccnnecticn active on the terminal will
be terminated and the login seguence will be initiated.

The character for each terminal class may be redefined by the
installation, tut cnce defined will be fixed and cannot be altered by
any TERMDEF, user, or program means. This means that the character
defined as the uncenditicnal lcgoff/lecgin signal will be unavailable
to the user as a data character.

Instead of a single character, NHEF may rrefer to define a sequence of
characters to allow the reccnficure character to be used as & data
character when it does not appear in the reconfigure seguence.

7.2 PASSXORD_ELANK-CUT.

Two means will be rrcvided tc decrease the possibility cof pésswords
being left on the CET screen for unauthcrized users to read. These
are in additicn to the current black-ocut for hard-copy terminals.

T Echorplex terminals will have echoplex disabled while the
user 1is inputting the user number, password, and family.
Efter lcgin is ccmpleted, echcplex will be restored.

2. In additicn to transmitting a clear—-screen control character
before the lcgin dialcgue, NVF will transmit an additional
clear-screen control character immediately after each
conponent cf the user number, rassword, and family
identification is entered.

The Network Definiticn Language Prccesscr (NDLP) will allcw
specification of a new, 4-bit access level 1limit value for each line
definition. This parameter will be stored in the KCE. If the upper
bit, bit 3, of the fcur bit field is set, the lower three bits will
contain the access level limit c¢f the line. If the upper bit is not
set, the lower three bits are not significant and the line has no
access level limit defined.

NOS-DEV/2725G-26¢84CG/s1f - 100 -



NCS MULTI-LEVEL SECURITY 82/10/12
General Internal Design.

NDLP will accert this line access level 1limit parameter, AL, on the
LIKE statement and the parameter value will be validated for the
range of € toc 7. If valid, the value will be placed in the NCB with
it 2**3 set.

If the value cf the BL prarameter is missing cr is invalid, it will be
processed as a "W" tvype errcr and the FH/FV pair value will be set to
+he special value of OCGE which indicates an unspecified access level
limit. :

If the AL parameter is not included cn the LINE statement, NDLP will
set the value of the FN/FV pair tc the default value of O0CEB which
indicates an unstcecified access value fcr that line.

LINE Statement Format:

abcdefg: LIKE (other parameters) [AlL=all.

al 2ccess level limit fcr the line, 0 - 7.

7.4 CONKECTION PROCESSING (CS, CCE, NKIT, NVE).

7.4.% LINE ACCESS 1EVEL LI¥IT.

The line access level limit will be sent tc the NPU as rart of the NCB
during the locad rrocess.

The Initiate Termrinal Connecticn service message sent by CCP to NIP
will include the line access level 1limit field extracted from the
Line Contrecl BRlock. XNIP will, in turn, transmit this field to NVF in
the Initiate Terminal Connection supervisory message.

NVF will retain the value and will rass it to the_connecting
application in every CON/REC/R surervisory message during the life of
the device connecticn to the system.

The line access level 1limit rarameter will te placéd in bits 13-17 of
word 2 (bleck address + 2) cf the CCN/REC/R connection request
sypervisory messade.

NVF will read the security validaticn word ASVHN from the user
validation file entry during validation rrccessing. NVF will retain
this word and will pass it to the connecting application as word 12D
(block address + 11D) of the CCN/EEC/R connection reguest Supervisory
Mecsage.
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7.5.1 JCEB_INPUT PRCCESSINCG.

On a2 secured system EBF will pass the line zccess level limit tc VEJ
in FET+4, and set the "sp®" bit (39) in FET+1. If the AL parameter 1is
specified on the JCB card, it must te less than or egual to the line
access level limit. If so, VEJ will return the calculated job upper
access level limit in FET+L.

7.5.2 JCB_QOUTPUT PROCESSING.

Cn & secured system BBF will extract the line access level 1limit
received during login within the CCN/REQ/R Supervisory Message and
store it in RBF's terminal talles. This value determines the highest
access level of data which may Le transmitted cver the line to the
terminal.

RBF will then use‘this line access level limit value as a CAC call
parameter to select cutput files to Lte transmitted tc the terminal.
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8.0 CODING CCHVEXNTICKS.

The NCS Multi-level Security rrciect will ke coded in CCONPASS assembly
language in confcormance with the NCS COEFASS Programming Standards.

New modules and decks will ccmply with the 10-decision point
complexity rule. Simply stated, this rule means that there should be
no more than ten ccntrcl transfer lccaticn tags in any routine or
subrcutine. :
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NCS Version 2 Reference Set, Vclume 3 . 50452689
NCS Version 2 Reference Set, Volume & 60459690
NOS Version 2 System Maintenance Eeference Kanual 60452300
NOS Version 2 Operater/Analy¥yst EHandbcok €045¢310
NCS Version 2 Installation Handbcok ‘ 60u85¢320
NOS Version 2 Aprlications Frocgrammer's Instant ECU553€60
NOS Version 2 Systems Programmer's Instant 60459370
Network Terminal User's Instant 60456380
Network Definiticn Language Eeference Manual 60480000
Pemote Batch Facility Version 1 Reference Hanual ECLUSS600

A.2 GLOSSARY OF KEW_ TERMS.

The following security related terms wiil Le defined.

Security access level
Security access category
Cperating system mode

Syvstem access level limits
Job access level limits
Device access level limits
Fgquipment access level limits
Security Administratcr '
Security Unlock status

Cutput gueue special handling level
Batch password

Interactive password

Fassword expiration term
Read-down

¥rite—-down

Downgrade

Password encryption

Security violation

Overvwrite
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A.3.1 IPEDECK ENTRIES.

A.3.1.1 ME¥ORY CILEARING ENTEY.

The ¥EMORY CLEARING entry enatles or disatles the clearing of central
and extended memory whenever it is released from a job. It can be
entered only during deadstart. The default is that HEMCRY CLEARING
is édisabled.

Entry Format:

ENABLE, XEMORY CLEARING.
DISABLE, MEXCRY CLEARING.

R.3.1.2 QOPSECY _ENTRY.

The OPSECK entry sets the operatiﬂg cystem security mode. It can be
entered only during deadstart.

Entry Format:

OPSECH=n.

C Sets the system tc the unsecured mode. This is the
default value and is selected when the OPSECM IPEDECK
entry or parameter value is cmitted.

1 Multi-level security is enaltled. The values c¢f the
systenm access level limits may be set either by the
SECURES IPRDECK entry or Lty console ccmmands. The
SEFCURES ccnscle ccmmand may be used to either raise or
lower system access level limits.

2 Muylti-level security is enalkled. The values of the

syster access level limits are set by the SECURES
IFRLCECK entry. The SECURES console command may be
used to raise tut nct to lcwer system access level
limits.

Multi-level security is ensbled. The values of the
system access level limits are set by the SECURES
ITRDPECK entry only; ithe SECURES console ccmmand is
invalid.

L
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B.3.1.3 OCGSH ENTEY

The OQSH entry may be entered either during deadstart or under DSD
during system cperation. The C(CSH entry selects the value of the
"output gueue special handling level. CQCutrut files with an access
level greater than or egual tc the cutput gueue special handling
level will remain in the gueue until released by the operator. (See
RELEASE command). The default is C; all files will be prccessed.

Entrv Format:

CQSH=level.

level BAccess .level name ccrresponding to desired
outrut gueue special handling level.

A.3.1.4 SECCATS_ENTRY.

The SECCATS entry determines the security access categories which will
be allowed in the system for rrocessing when the system is in a
secured mode. The SECCATS entry can be entered only during deadstarte.

t

Entry Form

£
[

In

SECCATS ,cat1,«ec,catn.

catk (k=0,31)' Category names ccrresponding to desired
categoriese.

Initially, all categories are enakled; the
first time that the SECCATS entry is
enccuntered, all categories are cleared and
are then set as defined in the SECCATS entry.
Subsequent SECCATIS entries then set
additional categcries as desired.

SECCATS,ALL. This fcrm cf the SECCATS entry enables all 32
access categcries.

SECCATS,NUL. This form of the SECCATS entry disables all
32 access categories.

Re3.17.5 SECUPES,SY ENTRY.
The SECURES,SY entry sets the systenr access level limits. The
defzult is that both the uprer and lcwer limits are zero; no systen

access at higher levels is asllcwed.
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Entry Fcrmet:

SECURES,SY,LA=lowerlevel ,UR=upperlevel.

lowerlevel = access level name correscgending to desired lower
limite.
upperlevel = access. level name ccrresronding to desired upper

limit.

Both lowerlevel and upprerlevel must ke entered; however, they may  be
set to the same value, restricting system access to a single level.

2.3.1.6 SECURES,ct ENTRY.

The SECUEES,ot entry sets the access level limits for an origin
type. The default limits fer all crigin tyres are the system access
limits. Origin tyre access limits must te within the system access
limitse. -

Fntry Format:
SECURES,ot,LA=1lovwerlevel ,UA=urperlevel.
ct = Origin Tyvre. Valid valtves are:

SY Systenm
BC Batch
TX Interactive
EI Remote Batch

If ot = SY is specified, this ccmmand will =set the system access

limits.

A.3.2 OrERATOR_CCMMAKDS.

A.3.2.7 OCSE _COMMAND.

The OQ2SE command is identical tc the COCSH IPRDECK entry. See section
A.3.1.3. It is used to change the Cutput Queue Special Handling
Level.

R.3.2.2 RELEASE COMMAKL.

The RELEASE command will allcw an cutput file to be released from the
output gueue and processed by BATCHIC, even though its access level
is above the current output gueue special handling level.

NOS-CEV/2725G-2684G/s1f - 107 -



NOS MULTI-LEVEL SECURITY g2/10/12
General ITnternal Designe.

Commanéd Format:

RELEECE,Jsn.

jsn Jct sequence name cf cutrut gueue file to ke released.

A.3.2.3 SECUREC_COMMAKD.

The SECURE(Q comrmand will reset the eqguirment access level linmits for
a uvnit reccrd eguirmente.

Entrv Format:

SECUREQ,Eann,LA=lowerlevei,UA=upperlevel.

EQ Two character mnemcnic for the unit record
equirment (CE, LEF, 1E, etc.).

nnn EST crdinal.

locwerlevel Access level name cerrestonding tc the
desired lower limit.

uprerlevel Bccess level name ccrresponding to the
desired upper limit.

R.3.2.4 SECURES CCHMKAND.

The SECUEES,SY and SECURES,ct ccmmands are identical to the IPRDECK
entries. See section R.3.1.5. These commands are used to change the
system access level limits (which resets all origin type limits), or
a single origin tyre's limits.

A.3.3 USER CCHMMENDS.

A.3.3.1 OVHRITE COMMEND.

The OVWRITF ccommand will cause a mass stcrage file to be cverwritten
to destroy classified informaticn on the file. The file is £first
overwritten with binary Zeroes, then the file may be optionally
overwritten with binary ones followed by a pattern of alternating
Pinary ones and zeroces.

Command Forrmat:

OVWRITE,1fn1,... 1fnn/CF=cpticns.

Overwrites the named files (1fnl,;e..,lfnn). All
files narned must ke cn mass storage.
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OVARITE,*,1fn1,e.+.,1fnn/CP=cpticns.

Cverwrites all files assigned tc the job
except named files (lfnl,...,1fnnd.

Z Overwrite the file with binary ones.
This is the default automatically selected
unless the ¥ cption is selected. Ecth the Z
and the ¥ crtions cannot be simultenecusly
selected.

X Cverwrite the file first with binary
zeroes, then with kinary ones, then with a
pattern of alternating binary ones and zeroes.
Both the ¥ and the Z options cannot be
simultanecusly selected.

R Eeturn all files processed after completiocn.
This cpticn is nermally deselected.

A.3.3.2 SECEDR_CCIFYAND.

The SECHEDE conmmand adds security header infcrmation tc a file. Two
*types of header information can be selected.

(1) Page headings and footings cn each rage cf output. If the file
already if formatted (carriage contrcl rresent), the print
density will be forced to € lines per inch, so the additional
information will fit on each page. The following information
will be addéed tc the ter and kettom cf each rage.

ACCESS LEVEL = levelnane
(2) Banner pagec at the teginning and end cf the selected file
division (end of record, end cf file, ECI/ECQCI). The banner page
will have the following header lines fcllowed by the access
level name in lerge characters in the center of the rage.
FILE NR¥XE = filename
DATE PRINTED = yy/nm/dd

USER XAME = usernamnme

2CCESS 1EVEL = levelname
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,FF,CP=0op
1£fn

FF

|

g2/10/12

ticns.
File name tc te receive header infcrmation.

File is already fcrmatted, i.e. carriage
control is azlready crresent (page ejects
and rrint density selection)e.

Prirt keanner page at beginning and st end
of each unit specified by the F cr
F option. If neither the ¥ nor R
is srecified, banner pages will Le
printed at the teginning of the file and
at Fnd-ocf-Informaticn (EZC0I).

options

R

The crtion will te selected by default
unless the T opticon is srcecified.
Selecticn cf the F cption by itself
deselects the B ccticn; if both B and F
cpticns are desired they must beoth be
explicitly selected.

Use leogical files as the banner rage
unit. Eelectior ¢of the I cprtion also
selects the B opticn.

Use lcgicel reccrds 2s the banner page
unit. Selection of the B option also
selects the B corticn.

Print rage headings and footings on each
page of cutrut. ©Lefault for the F coption
is deselected. Selecticn of this option
will deselect the B cpticne.

L1l comtinations of the options are allowed.

E.3.3.3 SETFAL COMMAKD.

The SETFAL command sets
the named level.
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SETFAL,1fn,Al=levelnane.

ifn Local file nanme. The file cennot be a direct
access permanent file.

On an unsecured system, this command will te rrocessed; the only
checking will be tc insure a valid levelname has been specified.

On a secured system, the specified levelname must be valid for the
jJob and valid for the device where the file resides (mass storage or
tape). In addition, if the specified levelname is a lower level than
the current file access level, the user must be validated to lovwer
the file access level. The command will be prrocessed as a security
violation if these ccnditions are not met.

The SETJRL commrand sets the security access level of the Jjob teo the
named level.

SETJRL,AL=1levelname.

Cn an unsecured system, this command is ignored excert tc check that
a valid levelname has been stecified.

On a secureé system, the specified levelname must be valid for the
jobe. If not, the commanrd will be processed as a security violation.
In addition, if the specified levelname is a lower level than the
current job access level, the user must be validated to lcwer the job
access level.

2.3.3.5 SETEFFAC_CCYMAND.

The SETPFAC command sets the security access categories of =a
permanent file. Indivicdual categcries can Le added or sutbtracted
‘from the current category set, c¢cr an entire new set of categories can
be specified.

SETPFAC,pfn,2C=catl1,cat2...,catn/PN=rackname,R=r,WB,NA.

pfn Permanent file name.
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catn cr +cetn categcry names to edd tc the current
: category set cf the file.

-catn categcry names to subtract from the
current categcry set of the file.

Example: SETPFARC,FILE,AC=CAT1,+CATZ,~-CAT3.

Cetegcries CAT1 and CAT2 will ke added to the set.
Category CAT3 will be subtracted from the set.

If the first categcry in the list is specified as 0, the rest of the
l1ist will he the entire new categcry set cf the file.

Example: SETPFAC,FILE,AC=0,CAT2,CATL.

Categeries CAT2 and CATY4 will be the orly categories
set on the file.

On an unsecured system, this command will te processed; the only
checking v¥ill be tc insure that velld categcry names have been
specified.

Cn a secured system, the specified categcries must ke valid for the
job. If not, the command will ke rrccessed as a security violation.

If the permanent file is a direct access file and is currently

zttached by this or another Job, File-Busy rrocessing will be
controlled by the WB and NR parameters.

R.3.3.6 SETPFAL COMMAKD.

The SETPFAL command sets the security access level of a permanent
file to the ramed level.

Format:

SETPFAL,pfn,Rl=1levelname/PN=rackname,E=r,%B,NA.
pfn Permanent file name.

Cn an unsecured system, this ccmmand will te processed; the only
checking will be tc insure e valid levelname has been specified.

Cn a secured system, the specified levelname must be valid for the
job and valid for the device where the file resides. In addition, if
the specified levelname is a lower level than the current file access
level, the user must be validated tc lcwer the file access level.

The command will be rrocessed as a security vioclation if these
conditions are noit met.
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If the permanent file is a direct access file and is currently
attached by this cor another job, File-Busy rrocessing will be
controlled by the WB and KA rarameters.

A.3.4 USER_M¥ECEQOS

A.3.4.1 GETJAL MACEO.

GETJARL (116)

The GETJAL macro returns the current ject security access level and
the ijcb access level 1limits toc .the srecified address.
Yacro Fcrmat:
Location Operaticn Yariakle
GETJAL addr
addr tddress té receive Jct access level
informaticn
The following information is refurned tc lccation addr:
5 oy 3 2 '4 1
98765432109876543210987654321098765432109€8765432109876543210
g T G T e
o o +
UB Job Rccess Level Urrer Limit.
. LEB Job Rccess level lower Limit.
AL Job Access Level.
R.3.4.2 CVHWRITE ¥ACRC.
OVWRITE (244)
OVWRITE writes a srecified pattern cf infcrmation tc a file. This

function is only valid for

Macro Format:

LCCATICN

OVWRITE
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addr Lddress of the FET.
cp Option tc specify the rattern tc Le written.
If op = "X", the file will be overwritten

first with binpary zerces, then binary cnes,
then & pattern of alternating tinary ones and
zeroces. I1f or is cmitted or any value other
than "¥", the file will be overwritten once
~with -binary zeroes.

T If r igs specified, ccntrol is nct returned
until the cperation is complete.

OVWRITE RETURN (284)
The OVWRITE RETURN function will perform an CVWRITE (244) function,

followed by a return of the file. There is no macro to issue the
CVWEITE RETURN function.

A.3.4.3 SETFARL MACRC.

SETFAL (GG7)

The SETFAL function sets the specified security access level on a

-Macro Fermet:

LOCATION CPERATION VARIRBLE
SETFRL addr,al
addr Address ¢f the FET for the file.
2l Access level tc set the file. If this one

is one of the defined access level names, that
level will be vused. If not, al is used as the
address of the location containing the desired
access level.

A.3.4.4 SETJAL MACFEO.

SETJEL (117)

The SETJAL macro changes the security access level of a job.
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LOCATION CPERATION VARIAEILIE
SETJAL al
al Access level to set on the job. If this is

one of the defined access level names, that
level will bte used. If not, a2l is used as
the address cf the lccation containing the
desired access level.

A.3.4.5 SETFFRAC MRCRC.

SETPFAC (022,CCAC)

The SETPFBC macrc enables the user program tc change the security
access catecory set of a permanent file. This operation will not be
performed if the file is direct access and currently attached by a
job.

Macro Format:

LOCRTICH CPERATION YARIAEBLE
SETPFRC addr,pfn,cat,pn,r,src
addr Address cf the FET. FET+0 nust ;cntain the

local file name of the file.

pfn Address containing the name of the permanent
file whose category set is to be changed. If
not present, the contents of FET+0 is used for
the permanent file name.

cat Address containing the new category set for
the file. BRits 0-31 of this locaticn are used:
each bit contrcls whether the corresronding
categery is set.

ohn Lddress ccntaining the name of the auxiliary
device where the file resides.

T Type of auxiliary device identified by the pn
parameter.

sr Special reguest sukfunction (SSJ= cnlyl.
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SETPFAL (023,CCAL)

The SETPFAL macrc enables the user progras tc change the security
access level of a rermanent file. This cperation will not be
performed if the file is direct access and currently attached by any
job. .

Macro Formet:

LOCATICH OPERATION VARIBBLE
SETPFAL addr,pfn,al,pn,r,stc

addr Eddress cf the FET. FET+0 must
: contain the local file name of the file.

al Access level tc ke set on the file. If this
is one of the defined access level names,
that level will be used. If nct, al is used
as the address conteining the desired access
level.

PN Adéress ccntaining the name of the auxiliary
device where the file resides.

r Type of auxiliery device identified by the pn
rarameter.

ST Special regquest subfunction (SSJ=cnly).

A.3.5 SYSTEE MACRCS.

Use of the following macros is restricted tc subsystems and SSJ=
pPrograms.

R.3.5.1 GETSSL KACRO.

The GETSSIL macro returns the Operating System Security Mode, Cutput
Queue Special Handling Level and the Origin Type Access Limits to the
calling progranme.

Macro Fermat:

addr Eeply wecrd addresse.
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Reply Heré Formet:

98765&321398765&321298765u321g98765u321598765&321;9876543210
e
addr ! *z I *p 1 sY ! bc ! ei ! tx ?
e e e —— e~
- *a Output Queue Special Eandling level.
*b Cperating System Security Mode.
SY €/ SYCT lower Access Limit.

6/ SYCT urpper Access level Limit.

bc 6/ BCCT lcwer RAccess Level limit.
6/ BCCT urpper Access lLevel limit

Level Limit.

ei 6/ EICT lcwer Access
ss Level Limit.

6/ EICT urprper Acce

tx €/ TXCT. lcwer Rccess Level Limit.
6/ TYXOT uprper Access level Limits

A.3.5.2 GETUSV_MARCEGC.

- The GETUSV macro returns the user's security validations from Control
Point Area word JSCW tec the calling rrogram.

Hacro Format:
GETUSYV addr

addr Reply word addresse.

Reply Word Format:

£ 4 3 2 1
987654321@98765&3210987654321098765&3210987654321098765&321O
b e e e e e +
addz ! Contrcl Pcint Area Word *JSCH~* !
e e e e +

R.3.5.3 GETFAL FACERO.

The GETERL macro returns the eguirment access limits of the specified
FST ordinal to the calling programs. I1f the ecuirment is mass
stcrage, the device access limits frcem the ¥ST will be returnede.
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Macrc Format:

GETEAL addr
addr Request/Reply word address.

Recuest Herd Format:

5 -k 3 2 1
087654321098 765L32109876543210887654321098765432109876543210
o e e +
! ! EQ !
o e e e e e e +
EQ EST ordinal
Reply Word Format:
5 L 3 2 1
c8765432109876543210987€6543210887654321098765432105876543210
b o e e o e e +
! ! AL ! EQ i
o e e e ot o e +
BRI 6/ lcwer access level limit

€/ upper access level "limit

R.3.6 EQPDECK ENTEIES.

A.3.6.1 ACCESS ENTE

<

The eguipment access level limits can be specified on the ACCESS
EQFDECK entry. The default eguirment access level limits are zero;
no secure data can be read from or written tc the eguipment.
Equipment access level limits are meaningful for mass storage,
magnetic tape and unit record tyre eculrments; these values are
ignored for other eguipment typrese.

Entry Formats:

ACCESS=nnn,lowerlevel,urprcerlevel.

nnn EST ordinal

loverlevel access level name ccrresgonding tc desired lover
limit

upperlevel access level name corresrvonding to desired upper
limit '
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A.4.2 OPERATGR COMNAKDS.

RPol.2.1 UNLCCE COMMAND.

A new form of the UNLOCK command will be used to set security unlock.
status at the conscle.

URLOCK,username,password.

If the specified user has Security Administrator privileges, security
unlock status will be set.

On a secure system, the follcwing commands are restricted to entry
only when the conscle is in security unlcck statuse.

DEBUG.

DIS,jsn.

DISABLE ,ENGR.

ENABLE,ENCR. _

ODISPLAY,isne. .

SECUREQ,ECnnn,LB=1b,UB=ut. (nnn is a unit record equipment)
SECURES,ct,LB=1t ,UB=ub. .

A1l memory entry commands
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A.4.3.7 FODYAL.

A.4.3.1.17 K-DISPLAY.

New Page Format:

SECURITY ARCCESS FRIVILEGE IDENTIFIERS STARTING AT BIT 59 ARE -
CSAP COLD CPWX CFPX CLJL CLFL CWLF CULT

o e e o e e e +
! !
! USER RCS2767 PAGE 4 OF b. !
' - ‘ i
! CREARTED 79/11/09. UEDATED 81/09/08. !
! t
' !
! CONTENTS DESCRIPTICN !
! !
! PASSWCRDS MUST BE 4-7 CHARACTERS !
! ¥B = YYHMDD. BATCE PASSWCRT EXFIRETION DATE. !
t  XI = YYNMDD. INTERACTIVE PASSWCRD EXPIRATION DATE. !
! !
1 SC = 133 SECURITY CCUNT (0-77R). !
' !
! SAL = 177E SECURITY ACCESS LEVELS (1-7 CHARACTERS). !
! . !
! SAC = 377777777778 SECURITY ACCESS CATEGORIES (1-7 -CHARACTERS).!
! . 1
' SRV = 77778 SECURITY ACCESS FRIVILEGES (3-4 CHARACTERS).!
! !
! !
! !
! !

Directive Format:

SAL=level level is cne cf the cne - to seven—-character
symbeclic names defined for access levels. It
tcggles & tit in the access level field (bits
43~36) in the security validation word. For each
bit that is set, the corresponding accegs level is
available to the user. EBlanks are suppressed.

SAL=ALL Sets all 8 access level validation bits.

SAL=NUL Clears all € access level validation bits.
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Directive Forpats:

SAC=catecory. category is one of the one - to seven-character
symbolic names defined fcr access categories. It
tcggles a bit in the access category field (bits
31-0) in the security velidation word. For each
bit that 1is set, the ccrresponding access category
is availakle to the user. Planks are suppressed.

SAC=ALL. Sets all 32 access categcry validation bitse.
SAC=NUL. Clears all 32 access category validation bits.

Aello3.1.2.3 SECURITY ACCESS _PRIVILEGE DIEECTIVE.

Directive Format:

SAV=xxxX x¥xxXx is a fcur-character designation that toggles a
particular access privilege validation bit in the
security validation werd (kits 5%-48). For each bit
that is set, the corresponding special permission is
allcwed to that user. The kit is set when the
identifier is first encountered and cleared if the
identifier is used again. Elanks are surprressed.

xxxxX Bit Description

CSARP E9 User is rermitted Security Administrator
privileges. This permission may nct be
cleared by the cwner of this permission; the
user executing HODVAL and clearing this
rermissicn may not be the user whose
rermissicn is being cleared.

COLD &8 User may execute On-line Diagnostics.

CPWX 57 User may assign user passvword expiration term.
CFPX 56 User may assign permanent file expiration date

or terme.
CLJL && User may lower (deowngrade) Jjob access level.

CLFL 54 User may lcower (dcwngrade) file access level.
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CWLE E3 User may write tc cor extend a lcwer level file
: (write—-dcwn privilegel.
CULT £2 User may write unlabeled magnetic tares.

AV=ELL. ~ Sets 21l rulti-level security access privilege
validation bits.

AV=KNU1L. Clears all multi-level security access privilege
validation bits.

A.4.3.1.2.4 DPASSKCRD DIRECTIVES.

Directive Fermais:

PW = pswd This form is identical tc the current password
directive implementaticn. This form will cause
the passwords to be set to "pswd". Entry of this
form will alsc cause the associated password
expiration dates tc ke set tc the default.

TB = pswd Sets the Eatch (PE) cr Interactive (PI) password
cr tc "pswd". This format causes the corresgonding
PTI = pswd password expiraticn date to ke set to the default.

Password expiraticn dates may be srecified by date-format entry.

Entry Formst:

¥D=yymndd. Sets the rpasswerd expiration date for the batch
and interactive rpasswcrds to "yymmdd'e.

XB=vyymmdd. Sets the rasswcrd expiration date fcr the batch
password tc “yymmdd".

XI=yymmdcde. Sets the rasswerd exriration date for the
interactive rasswcrd to "yymmdd®.

Password expiration dates may be alternatively specified Ly entry of
a 1 to 4 octal digit expiration term value. This value will be added
to the current date and the resultant date will be stored as the
password expiration date. ’

NCS-DEV/
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Fntry Feormat:

T=nnnn. Adds the value 'nnnn’® in days to the current date
tec calculate the rasswerd expiration date. Valid
values range frem O to 4C%5 (decimal is assumed
unless the pcstradix B is specified).

The value of zero will set the password tec
immediately exrired. This value can ke used to
temporarily disable a password without deleting it
from the validation file.

The value of 4685 (7777%) maybbe used to set a
ncn—- expiring passwoerd. The special character "*"

may also te used to denote a non-expiring prassvworde.

If the "XT' format is used the password expiretion
dates for both passwcrds will be sete.

 XTB=nnnn. Same as XT but sets cnly the batch password
expiration date.

XTI=nnnn. Same as XT but sets only the interactive password
expiration date.

A.4.3.1.3 LIMITS CUTFUT.

The following sections will te added to the cutput from the LIRITS
command.

THE FOLLOWING RRE VALID SECURITY ACCESS LEVELS -

LVLO
LVL?

VL7

-
s

THE FOLLCWING ARE VALID SECURITY ACCESS CATEGORIES -

CATGO
CRTO1
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THE FCLLCWING RRE VALID SECURITY ACCESS PEEMISSICNS -

WRITE UNLABELIED MAGNETIC TARERES

WRITE TO OR =ZXTEND R LCWER 1EVEL FIIE

LOWER FILE ACCESS LEVELS

LOWER YOUR JCB ACCESS LEVEL

ASSIGN PERMANENT FILE PASSWCRD EXPIRATICN DATE
ASSIGN USER PARSSWORD EXPIRATICN DATE

EXECUTE ON-LINE DIAGKOSTICS

SECURITY ADEINSTEATCR PRIVILEGES

If the user is nect valid for any levels/catecories/permissions, that
section and its associated header will ke surpressed. The access
levels and categcries listed will be the syrbolic names defined in
COMSHELS.

The follewing lines will be added te the "OCTHER CHARACTERISTICS®
section of the LIMITS commanéd cutput.

BATCH PASSWORD EXPFIRATION DATE - YY/MM/LD.
INTERACTIVE PASSWORD EXPIRATICN DATE - YY/EM/DD.

If the password is ncn-expiring, the werd NONE will replace the date
field..

A.4.3.2 MSTI (INITIALIZE).
The LA and UR opticns are added tc set the device access level limits
during on-line initialization.

LA = Cne - to seven—-character access level name. This sets the
security access level lewer limit fcr the device teing
initialized. No datea with an access level lower than this
may reside on this device. This crtion is legal only on a
total initialize of a device.

UA = One - tc seven-character access level name. This sets the
security access level uprer limit fer the device being
initialized. Nc data with an access level higher than this
may reside cn this device. This ortion is legal only on a
total initialize of & device.

These options will be added to the K-display as fcllows:

level SECURITY IEVEL LOWER LI¥IT
level SECURITY LEVEL UPFER LIMKIT

LA
UA
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A.4.3.2 PERMANENT FIIE UTILITIES.

The LA and UA paraneters are added tc all cf the Permament File
Utilities to select a range cf access levels to processe.. See section
6.0 for additiocnal infcrmation.

LA = level Cne - to seven-character access level name to -set
the lower bound of the range of access levels to
process. 1f this parameter is specified, UA must
also be syecified. If neither LA nor UA is
srecified, the default is that all access levels
are selected.

UA = level One - to seven-character access level name to set
the upper bound cf the range of access levels to
process. If this parameter is specified, LA must
also be specified. If neither LA nor UR is
srecified, the default is that all access levels
are selected.

These parameters will be added to the second page of the K-display as
follows:

Option Yalue Description
LA = 0 . LCWER SECURITY ACCESS LEVEL
UA = 0 UPPER SECURITY ACCESS LEVEL

L.4.3.4 QUEUE UTILITIES.

The LA and UA parameters are added tc all cf the Queue Utilities to
select a range of access levels tc processe. See sectiocn 6.41 for
additional informaticn.

LA = level OCne - to ceven—-character access level name to set
the lower bound cf the range of access levels to
DProCEeSS. If this parameter is specified, UR must
alsoc be specified. If neither LA nor UA 1is
specified, the default is that all access levels
are selected.

UR = level One - to seven-character access level name to set

the upper bound of the range of access levels to
PrOCESS. I1f this parameter is specified, LR nmust
also be specified. If neither 1A nor UR is
srecified, the default is that all access levels
are selected.
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These parareters will be added tc the K-display as fcllicws:

Ortion Descriptich
LA = LOWER SECURITY ACCESS LEVEL (1-7 CHARACTERS)
Ua = UPPER SECURITY ACCESS LEVEL (1-7 CHARACTERSY

Lccess leveil will be added tc the CRITER/CFTLIST LIST=gft cocmmand
display.

*x* ACTIVE CUEUE LIST **x

RRACQ CRDINAL

JSN = =3
ORIGIX = = RENCTE QUEUE = PRINT
DESTANATIGN CRERTION
FAMILY = SYS9s6& FAMILY = SYS964
LID = MEL LID = ¥64
USER = GAK2741 USER = GARK2741
TUI/ID = 2741 UGSR INLX = ¢
FOE¥S = AX USR JCBN¥ = JO
DISP CGDE = LP DATE = 82/061/13
EYT.CHR. = LP LENGTH = 41
INT.CHR. = DIS ' REPEAT =0
RESIDENCE INTERRUPT = NO
FA¥ILY = SYSTé64 ERIQRITY = 366
DEVICE = 1 ACCESS = 1LVL3

A.4.4 USER COMEARDS.

A.t.b.1 JOBE CARD.
The AL parameter is added tc the JCB card as follows:
Positional format:
ujn,p,t,fl,fe,lid,sc,level.cn
Keyword format:
ujn,Allevel.

Egquivalence format:

uin,AlL=level.
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Descripticn

Cne - to seven-character access level name specifying the maximun
security access level the Jjcb can attain. The default is the lowest
access level fcr which you are validated (refer to the LIMITS
command).

When requesting file assignment with the ASSIGN, LAEEL cr RECQUEST
commands, an access level different frcm the current job access level
can be specified with the AL parameter. If crerator assignment is
required, the assigned ecuirment must allow the specified access
level.

AL = level Cne - tc seven-character access level name .
specifying the access level to set on the
assigned file.

A.4.4.3 DEEMANENT FILZ CONMMAMNDS.

New parameters are added to the CHANGE, DEFINE, PERMIT and SAVE
cemmands to =recify a password cr rermit exriration date or ternm.
When used with the DEFINE and SAVE ccmmrands, these parameters can
only be used if the IW parameter is alsc used. Users nust be '
validated to use these parameters.

Parameter Descrirvticn

XT=nnnn Svecifies the number of days to add
to the current date to define the
‘exriraticn date cof the password or
rermit.

hnnn expiration_ternm

G Sets the password or perrit as
immediately expiring. This can
be usedé to temporarily prevent
access to a file by alternate
userse.

1-4094L Sets the password or permit

expiration term to the specified
number cf days.
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the password or permit as

-expiring.

The default exrireticn term is installation
controllecé; the larcest velue allcwed tc be
specified is alsc installaticn ccp+rolled
(but it must be less than 4C%€).

Specifies the exrirestion date for the
passwcrd cr rermit. This date must be within
the maximum allcwed term. The default is the
date calculated ty adding the default
expiraticn term toc the current date.

XD=yyrmdd

A.b.4.4 PASSWOED COMMAND.

New parameters are added tc the FASSUOER command to set the cxplratlon
date of the user password by specifying a date ¢cr term. Users must
be validated to use these parameters.

Format:
PASSWGR,cldpésswcrd,newpassﬁcrd,X“=yymmdd5
or DPASSYHOR,oldpasswerd,newpassweré,XT=nnnn.
.The XD anc XT parameters and thelr values are prccessed iéentically
to the way they are processed fcr the permcnent file cormands. See

section A.L.4.3.

the expiration date of an
ressvwecrd itself. They may
are read frcm file INPUT.

These parameters may be used tc change
existing password without changing the
also te used when the parameter values

Once a pessword for a user name has expired, no system access is
allowed under that user name until & new exriration date is entered
with the MODVAL utilitye.

11T

A.b,.4,5 CATLIST COVMAND.

The fcllowing is
access level and

the new format genereted ty CATLIST,LO=F.
rassword exriretion date are added.

FILE NAWME ACCESS FILE-TYPE LENGIH DX
PASSWORD MD/CNT INDEX PERM. SUBSYS
EXPIRES LEVEL PE BR RS

1 FILEXXX DIR. PRIVATE 9899 40
PASSWRD 8883 ECDIFY EARSIC
82/1¢/¢1 SECEET K Y D
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The LO=X cption is added to CATLIST.
¥ 1lists security access categcries for the file named by the
Fi=pfn opticn. All informaticn that LC0=F 1lists is also
included.
The follcwing is the new format generated LYy CATLIST,LO=FP,
FN=filename. The FERMIT expiration date is added, if present.

USER NUMBER PEERK. EXPIRES RCCESSES DRTE TINE

1. ABCDEFG WRITE* 82/09/2¢. 5555 82/0%/29. 10.1C.10.

A.4. 4.6 ENQUIERE COMMAND.

ENCUIKE,COP=BE. will return the fcllcwing infcrmatione.
SYSTEM ACTIVITY.

JOB ACCESS LEVELS

CURRENT VL2
LOWER LIMIT ) 1VLO
UPPEX LIFKIT LVLS
RCCESS CRATEGCRIES  CATOC1 -
CATOS
CAT20
CAT21

ENQUIRE,OP=F. will return the fellowing infermation.

LCCAL FILE INFCRMATICN.

FILENAME LENGTH/PRUS TYPE STATUS FS 1LEVEL
INPUT™ 1 IN.> ECR NAD LVLZ2
EBC 5 10. EOI LVL5

ENQUIRE,JSN=Jsn. will return the following infcrmetion as the first
line for an executing job or gueued file.

JSNN.C.LID.EXECUTING UJN=JCEBNAXE. LEVEL=LVLO.

2.4,5 USER KEACROS.
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A.4.5.1 PERKANENT FILE MKACRCS.

The X7 parameter is added tc the SAVE, FERMIT, DEFINE and CHANGE
macros to specify z rpassword or rermit expiration date/term.

SAVE addr,pfn,pwd,ucvw,ct,m,cn,r,fc,ss,br,,,xt
PERMIT addr,pfn,un,m,cn,r,f£c,,xt
DEFINE add:,pfn,pwd;ucw,r,ct,m,pn,s,fo,br,pr,,xt
CHARGE addr,ocfn,nfn,pwd,ucw,ct,mn,cn,r,fo,ce,ss,
br,rr,xt
xt Eddress of word contailning rassword or PERNMIT

expiration date cor term. This value is placed in
FET+15%E, bits 0-17. PIM will process this field in the
follcwing manner.

If bits 12-17 are zero, bits 0-11 contain the nunber of
days tc add to the current date to calculate the
password or PEEMIT expiration date.

If bits 12-17 zare non-zerc, the entire field is

- processed as a packed expiraticn date.

A.4.6 CONSOLE DISPLARY CHANGES.

A.4.6.1 LEFT SCREEN HEADER.

JSN=RACR ENGE 99 MID=72. VERSICN HEADER
JSNK STEP 444 SECURITY-UKLCCK DEBUG LCUWIEVL-UPPLEVL

RA.L.6.2 E,A DISPIAY.

EQUIPKENT STATUS TABLE. ADDERESS =1234. IKDEX =1Z.

EST TYPE STAT JSN EC UN CHANNEIS SECURITY RANCE

3. DI-2 CN JSNB L4.26. L. 24, LVL6 LVL7
53. MT OFF 5. +37. 33* 11. 13. LVLO LVL3
60. LP OF JSNA 7. 4.12.

RA.4.6.3 E,P DISPILAY.

To be provided.
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R.4.6.4 E,T DISPLAY.

. EST VSKN DEN RING FMT JSK STATUS SECURITY RANGE
MT51 SCRATCH 6250 IN SI ARABC LOATET LVLE LVLs6
UNLABELED REEL=1224, HCDE=RC

A.b.6.5 I_DISPLAY.

BIC STATUS.

JCEB EST TRAIN ID EC EEF SECURITY RANGE
2722¢ CR2G. : LVL1 LVL5
*IDLE* LPu4OC. 1 3. AF . LVLO LVL5
JSNA = 1LP42. 7 106. 4. 1LVLé LVL7

A.b.6.6 J DISPLAY.

H PK CS CORN JAL

EJTO Cp CI
E6. FRANMNAKE PAKNRKE CN 1z34. JACCLVL

1234, 1200. 1224

P RA FL RAE FL1E SRUA SEUL
123456, 12345. 1122. 12345. 1234. 123333. 123400.

EQ= 14. 15. 16. 17. 20. 21. 22. 23. 24. 25. 26, 27.

ASSENBLING LIBEDIT.
TRACK LIMIT. EC 5.

REWIND,LGO.
LIBEDIT.

REWIND,NEW,TRPE.
COPYEI,NEW,TAPE,V.

C. FEEF=1234. ADDRESS= 11300. INDEX=123L.
JSN SC QFT QP QT 1LID DSF ID ¥C EC AL

ARAB R 1234. 4474, LP AAR BC 20. AF RS LVL3
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RDDEESS=123456. INDEX=1224.
JSK =C EJT SPR RC-FIL RC-FLE ST AL
AAAC B 1234, 1234. 1234. 1234. EO* LVL3
RARL £ 2z2z2. PF LVLZ
AARAAR E 3333. 123. : TE VL7

NCS-DEV/272EG-2684C/s1f - 132 -



NCS MULTI-LEVEL SECUERITY g2/10/12
General Internal Designe. »

10OFERATING SYSTEM = NOS 2-5AS0T/R1C. 82/04/15. ERINTED = 82/05/11.

H
!

.
! 12.045.25.1!
! !
'UJN = ABZG FAMILY = NOSCLSH JCB ORIGIN = BATCH. !
1CREATING JSN = XYAB USER NUMEBER = GEKZAEB SERVICE CLASS = EATCH. !
! , ACCESS LEVEL = "text"™ !
¥ . 1
! !
e +

n
.

A.5 CMR _TABLE CEANGE

See section 5.

A.6 NEW FUNCTICN REQUESTS.

New and changed function requests for PP rrccessors are listed here.
These changes are described elsewvhere in the GID, as noted.

R.6.1 CIO.

1. DBits 18-35 of the EA+1 call are used fcr the CVWRITE function
cption, as well as for skip ccunt. This field is 1 for the *'X°
option, 0O othervwise. See secticn A.3.84.2.

2. XNew functions COVHRITE (244) and CYWRITE RETURN (254) sre added.
See section A.3.4.2.

3., Bit 39 in FET+1 ("sp" bit) and bits 36-3& in FET+4 are used as
described in section 5.5 and 6.3C.
R.6.2 CEM.

New functions 116, 117 and 120 are added as described in section
A.3.4.1, Ro3.4.4 and A.3.5.2 respectively.

116 GETJAL Get Jjob access level limits.
117 SETJAL Set jor access level.
120 GETUSY Get user's security validations (SSJ=only).
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L.E.3 LFYX.

1. LF¥ functicns 13, 14 and 15 use FET+1 andé FET+Y4 £flelds. See
secticn Hh.B.

2. LFY function 7 is added.

Re6.l4 DPEE.
1. ©PFH uses new FET fields as described in section 5.6.
2. Néw functions.
022,CCRC SETPFAC Set security access categoriesg for file.

023,CCRL SETPFAL Set security access level cf file.

o

R.6.5 QAC.

New parameter block fields and flags are cdescribed in section 5.7.

New functions are added. See =zection 6.14.

33 GSSF Get system security status,. (SSJ= only).
34 GEAT GCet equirment access level limits (SSJd=
cnly).

A.6.7 MCNITOR FUNCTICKS.

Changes tc monitcr functiens and the new VSEY monitor function are
- described in section E.8.

2.7 ERRCR_MESSAGES.

Most of the new and changed messages are described in the secticns
referring to the decks that issue them. A ccmplete list will be
prcvided for this section.
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Parameter  Lefault Significance
APXL 77778 See section 6.1.13.
APXT T7777E See section 6.1.13.

Parameter Lefault Sianificance
FPXL 77778 See section 6.1.20.
FPXT 7777E See section 6.1.20.
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B.C RAPDENDIX B - ARCCOUNTING_EAYFILE MESSAGES.
This aprendix descrites the Acccunting Tayfile meszaqu.. ndded «
ded te AT

system by the Kulti-Level Security project.

R new Acccunting Dayfile Message group is defined for ;.
¥ulti-Level Security events. The new infcrmaticn grou, .
the initial letter "¥". The general formet of the "M» .
is as follcws: ‘

€ ia
Wy oy

Meac, additional infcrmaticne.

e Evert descriptor. character. The meaning .. P e
individual event designator characters are -o,.. ..
belove. T
e Description
F Local file security activity.
J Jcb Access level activity.
. FE Permanent File security activity.
g Systerm oreratcn security activity.
U User security activity.
ac RActivity beirg reccrded. The meaning cf 1=
individual activity disignatcrs will Te 2=+ ES
the event designetor characters with whic«? x4 m
assocciated below.
P.1.1 F-ACTIVITY (LCCAL FILE) MESSAGES.
MFFA, filenam, levelnamee.
MFFI, filenam, levelname.
MFFA Denotes a change of the access L&Y i *
filenam tc level levelname-
Mo W #

MFFI Denotes an invalid attempt ¢ €
access level cf lccal file *:1ena”
levelname. -
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R.1.2 J-ACTIVITY (JCE_ACCESS LEVEL) HESSAGES.

¥JJh, oldlevel, newlevel.
¥JJI, oldlevel, newlevel.

MJIJA Denotes a user change of the job access level
from level oldlevel to level newlevel by use
of the SETJAL ccntrcl statement ©r macro.

MJJI Denctes an invalid attempt Py the user to
change the Jjol access level from level
oldlevel tc level newlevel using the SETJAL
command Cr MABCIOoe.

Be1.2 S—ACTIVITY (SYSTEM CPEEATION) MESSACGES

¥SSA, username.
MSSI, username.

MSEC, E¢nnn,LR=level,UA=level.
uMOT, ot,LEhk=level,UA=1level.

MESA Security unlock status has been set at
the ccnscle with user name username.

MSSI . An invalid attempt vwas made tc set security
unlock status at the console with user name
username. ) :

MSEC The eguipment access level limits for unit
record eguirment ECnnn have been changed by the
operator.

MSCT The crigin tyre access level limits for origin

type ¢t have Ekeen changed by the orerator.

Bolel U-ACTIVITY (USER OPERATIIONS) MESSAGES.

¥UPYH.
MUPX.
HUBW Indicetes user change of user passwords
¥MUPX Indicates user change of password expiration
date.
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SPr¥X, filenam, usernam, racknan.
SPGX, filenam, usernah, racknhaha.
SPAC, filenam, usernam, racknam.
SPAL, filenamr, usernam, CLacknaNe

SPAX Iindicates that the user has attempted to
ATTACH file filenam, on pack packnam, from
alternate user usernanh, and has bLeen denied
access fcr any reason (File-Fot-Found error).

SFGX Indicates that the user has attempted tc GET
file filenam, on rack packnam, from alternate
user usernam, and has been denied access for
any reascn {(File-Nct-Found error’. :

SPEC Cenotes rermanent file SETPFARC operation.

SPAL Denctes permanent file SETFFAL operaticn.
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C.0 APPENDIY CY- FUTURE_CONSIDERATICKS.

The current Multi-level Security design meets the reguirements for
providing a secured cperating systemr as ocutlined by the U.S.
Department of Defense ADP Security Manual, DecD 520C.28-F, as

implemented on a single-mainframe, stand-alcne type secured system.

large, complex systems are becoming more common, however, as many ADP
instellaticns are moving awey frecm the ccncert of a single,
monolithkic, central computer. There is no dcubt that CDC is aware of
this and is actively involved in the develcrement of commercial.,
standard distributed computing netwcrks. The next step, then, in
providing ¥ulti-level Security capability tc the ADP community is to
extend HLS to CDC's distributed systems.

Some other areas alsc are addressed in this section, nct necessarily
related to the problem of distributed or networking systems, but mcre
general in nature and applicable tc single mainframe systems or
distributed systenms.

C.1 RHE/LCN.

Trancmission of data among netwcrks of linked comruter systenms,
possibly frem different manufacturers, with no CDC ccntrol of the
mandatory access pclicies tcward classified informztion in other
manufacturers' systems, may require a prchibitive policy toward HMLS
on BEHF/ILCN systems. It appears at this time that there are tco many
variables outside the contrcl of the CDC security mechanisms to be.
able to provide an acceptably trusted system. This area definitely
needs Yore study if MLS is tc be imrlemented on RHEF/LCK.

C.2 XULTI-MAINFRAR¥E.

We have been providing multi-mainframe =systems now for several years.
The logical next ster in MLS will be tc extend MLS tc multi-mainframe
systems to allow concurrent rrocessing of classified information at
different sensitivity levels. Fcssitle implementaticns woculd Ee:

(a) Concurrent processing c¢n secured mainframes.

(1) Concurrent rrocessing cn a nix c¢f meinframes, where certain
mainframes would be secured and others would be unsecured.
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Proﬁgding Multi-level Security cn shared ENS systems may requlre a
dualfapproach), as many users' security recuirements will call for a
total prohikition of sharing classified infcrmation except when
shar%d by secured systems. Cther users will want to share devices
among a mix jof secured and unsecured systems with the operating
system(s) t% provide the necessary mandatcry access controls.

]

K
g

D_FAGNETIC TAEES.

e

€3]

-+
£

C.4 CEASSIT

% ? ?
The prcblem of transportability cf classifieéd data recorded on
magnétic tapes has come up cften in discussions on the general
subject of multi-level security. The problem involves both providing
access contrcls on tapes generated by a CDC ¥KLS system and providing
access controls cn tapes generated by ancther system. Unfcrtunately
there is no commen industry standard for identifying classified
magnetic tape data other than by the Volume and File Rccessibility
fields of the ANSI standard label, and these fields were not designed
for system policy contrcl. They were designed instead for user
access control, but could be adcrted for HEIS access contrcl with the
loss of the user access contrcl carabtility.

C.5 FUTURE _OPERATING_SYSTEUS

. 1

- With the Gcvernment's declared intention tc require certified, secure
operating system classification of the systems to be sold to the
government in the future (when the classificeation requirements Lecome
official), providing MLS under KFOS V2 will nc lcnger ke sufficient.
We will definitely be required tc prcvide a certified, secure systen
on our future cperating systems as well in crder to Jjust meet RFP
reqguirements.

Since the U.S. Covernment is one cf our majer customers, future CDC
operating systems under develcorment cr in the planning stage should
incorporate provisions for a Multi-level Security mechanism. This
MLS system should be designed tc cause the minurum amount cf trauma
to an installaticn attempting tc migrate frem the NOS VZ KLS system,
as to an upcrade or successor prcduct, fcr instance.
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